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FIG.7
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FIG.9
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METHOD FOR ENCRYPTING AND
DECRYPTING AN IMAGE FRAME

BACKGROUND OF THE INVENTION

[0001]

[0002] The present invention relates to an image frame
encryption method and an image frame decryption method. In
particular, the present invention relates to an image frame
encryption method and an image frame decryption method
for transmitting safely multimedia in a real time.

[0003] 2. Description of the Related Art

[0004] Multimedia is information media used for storing or
transmitting complex information that consists of characters,
voices, figures, images, etc. Multimedia requires a large space
for digitalizing and storing, is difficult to treat, and needs a
large bandwidth for transmitting. Also, since multimediais an
aggregate of information with different forms, it is easy to
analogize one part from another part. Moreover, it is difficult
to recognize intuitively volume and importance of informa-
tion included in the media during generation.

[0005] Since multimedia has a large processing quantity
and it is difficult to measure quantitatively importance and
size thereof, multimedia is spread in a state where a safety
system or a security system for preventing illegal access or
damage are not prepared. This causes leakage of private infor-
mation and security information, loss of worth, and invasion
of privacy. Therefore, it is important to encrypt multimedia
during storage or transmission for protecting from illegal
access, illegal transformation, copy, distortion, and informa-
tion leakage.

[0006] The large size of multimedia may be compressed
based on structural features of images for saving storage
space and transmitting efficiently. Therefore, the large sized
multimedia has peculiar structural features according to the
compression method.

[0007] Real-time multimedia like picture communication,
monitoring camera, and live broadcasting is usually com-
pressed using the Moving Picture Experts Group 4 (MPEG4)
method. MPEG4 compression method comprises removing
repeated color values of each of unit blocks of an image and
replacing repetition between images in near time to a refer-
ence color value.

[0008] Methods for encrypting before compression and
methods for encrypting after compression are now used as
methods for encrypting multimedia. Since methods for
encrypting after compression have large time complexity,
they have low usefulness in a situation where the size of
multimedia increases.

[0009] A naive algorithm and a selective algorithm are
methods for encrypting before compression.

[0010] According to the naive algorithm, the whole of the
uncompressed multimedia is encrypted like encrypting docu-
ments. Since the whole of the large sized multimedia is
encrypted according to the naive algorithm, the naive algo-
rithm causes a large consumption of time and resource for
encrypting. Also, since structural features of multimedia are
broken, the compression rate decreases.

[0011] On the other hand, according to the selective algo-
rithm, since only a selective part of the multimedia is
encrypted with reference to structural features of multimedia,

1. Field of the Invention
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encryption efficiency is improved. However, since the whole
of the multimedia is not encrypted, a part of the multimedia
may be exposed.

SUMMARY OF THE INVENTION

[0012] The present invention has been made in an effort to
provide an image frame encryption method for improving
compression rate and saving time and resource even when
encrypting before compressing the multimedia.

[0013] An image frame encryption apparatus according to
an exemplary embodiment of the present invention generates
akey frame, performs XOR with an image frame and the key
frame to generate a temporary image frame and changes
positions of blocks of the temporary image frame according
to a first key to generate an encrypted image frame.

[0014] The image frame encryption apparatus may gener-
ate a seed frame and changes positions of blocks of the seed
frame according to a second key to generate the key frame.
[0015] Also, the image frame encryption apparatus may
randomly select one or more color values, and decides ran-
domly positions of the one or more color values to generate
the seed frame.

[0016] An image frame encryption apparatus according to
another exemplary embodiment of the present invention gen-
erates a key frame, changes positions of blocks of an image
frame according to a first key to generate a temporary image
frame, and performs XOR with the key frame and the tem-
porary image frame to generate an encrypted image frame.
[0017] An image frame decryption apparatus according to
an exemplary embodiment of the present invention receives
an encrypted image frame, generates a key frame, changes
positions of blocks of the encrypted image frame according to
a first key to generate a temporary image frame, and performs
XOR with the temporary image frame and the key frame to
generate the image frame.

[0018] The image frame decryption apparatus may receive
aseed frame, and change positions of blocks of the seed frame
according to a second key to generate the key frame.

[0019] Also, the image frame decryption apparatus may
receive a compressed image frame, and decompress the com-
pressed image frame to generate the encrypted image frame.
[0020] An image frame decryption apparatus according to
another exemplary embodiment of the present invention
receives an encrypted image frame, generates a key frame,
performs XOR with the encrypted image frame and the key
frame to generate a temporary image frame, and changes
positions of blocks of the temporary image frame according
to a first key to generate the image frame.

BRIEF DESCRIPTION OF THE DRAWINGS

[0021] FIG. 1 is a block diagram representing roughly an
image encryption apparatus according to a first exemplary
embodiment of the present invention.

[0022] FIG. 2is a flow chart representing roughly an image
encryption method according to the first exemplary embodi-
ment of the present invention.

[0023] FIG. 3 shows roughly a block exchange operation
according to an exemplary embodiment of the present inven-
tion.

[0024] FIG. 4 shows a key frame according to an exemplary
embodiment of the present invention.

[0025] FIG. 5 shows an encrypted frame according to an
exemplary embodiment of the present invention.
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[0026] FIG. 6 is a block diagram representing roughly an
image frame decryption apparatus according to the first
exemplary embodiment of the present invention.

[0027] FIG. 7 is a flow chart representing roughly an image
frame decryption method according to the first exemplary
embodiment of the present invention.

[0028] FIG. 8 is a block diagram representing roughly an
image encryption apparatus according to a second exemplary
embodiment of the present invention.

[0029] FIG. 9is a flow chart representing roughly an image
encryption method apparatus according to the second exem-
plary embodiment of the present invention.

[0030] FIG. 10 is a block diagram representing roughly an
image frame decryption apparatus according to the second
exemplary embodiment of the present invention.

[0031] FIG. 11 is a flow chart representing roughly an
image frame decryption method according to the second
exemplary embodiment of the present invention.

[0032] FIG. 12 shows compression rates according to vari-
ous encryption methods.

DETAILED DESCRIPTION OF THE
EMBODIMENTS

[0033] In the following detailed description, only certain
exemplary embodiments of the present invention have been
shown and described, simply by way of illustration. As those
skilled in the art would realize, the described embodiments
may be modified in various different ways, all without depart-
ing from the spirit or scope of the present invention. Accord-
ingly, the drawings and description are to be regarded as
illustrative in nature and not restrictive. Like reference
numerals designate like elements throughout the specifica-
tion.

[0034] Unless explicitly described to the contrary, the word
“comprise” will be understood to imply the inclusion of
stated elements but not the exclusion of any other elements. In
addition, the word “unit” will be understood to be for pro-
cessing a predetermined function or operation, which may be
realized by hardware, software, or a combination thereof.
[0035] A moving picture is realized by rapidly switching a
plurality of still images. In the following detailed description,
a still unit image of the moving picture or a general still image
will be called by a frame. The frame is logically divided into
square pieces having a predetermined size. In the following
detailed description, these square pieces will be called a
macro block or a block. Therefore, the frame consists of a
plurality of blocks.

[0036] An image encryption method according to the first
exemplary embodiment of the present invention will be now
described with reference to FIG. 1 and FIG. 2.

[0037] FIG. 1 is a block diagram representing roughly an
image encryption apparatus according to the first exemplary
embodiment of the present invention.

[0038] AsshowninFIG. 1, the image encryption apparatus
100 comprises a seed frame manager 110, a first key manager
120, a key frame generator 130, an XOR (exclusive OR)
operator 140, a second key manager 150, a block exchange
operator 160, an image compressor 170, and a transmitter
180.

[0039] The seed frame manager 110 generates, reuses and
discards a seed frame S. The seed frame manager 110 may
generate the seed frame S using randomly selected colors and
positions of the colors.
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[0040] The first key manager 120 generates, reuses, dis-
cards and manages a seed frame block exchange operation
key KEY1 that the key frame generator 130 uses for the block
exchange operation.

[0041] The key frame generator 130 performs the block
exchange operation for the seed frame S using the seed frame
block exchange operation key KEY1 to generate a key frame
K.

[0042] The XOR operator 140 performs XOR with the
image frame O and the key frame K to generate a temporary
image frame X.

[0043] The second key manager 150 generates, reuses, dis-
cards, and manages an image frame encryption key KEY2
that the block exchange operator 160 uses for the block
exchange operation.

[0044] The block exchange operator 160 performs the
block exchange operation for the temporary image frame X
using the image frame encryption key KEY?2 to generate an
encrypted image frame E.

[0045] The image compressor 170 compresses the
encrypted image frame E to generate a compressed image
frame C.

[0046] The transmitter 180 transmits the compressed
image frame C to a channel. Also, the transmitter 180 may
periodically transmit the seed frame S or a compressed seed
frame S to the channel. Moreover, the transmitter 180 may
transmit periodically information on the number of colors,
each of the color values, and the position of the colors for
generating new seed frame S to the channel.

[0047] FIG. 2is a flow chart representing roughly an image
encryption method according to the first exemplary embodi-
ment of the present invention.

[0048] Firstly, the seed frame manager 110 decides to gen-
erate, reuse and discard the seed frame S in step S110. The
seed frame manager 110 may select one or more color values
and randomly decide positions of selected color values to
generate a seed frame S that is a seed for encrypting images.
[0049] Forexample, the seed frame manager 110 randomly
decides the number N, of color values for making the seed
frame S. Next, the seed frame manager 110 randomly decides
N, color values. The seed frame manager 110 may randomly
decide N, color values by selecting one among values (for
example, values between 0x00 and 0x05) near to 0x00 or
values (for example, values between OxFA and OxFF) near to
OxFF for each of red, green and blue colors. The seed frame
manager 110 may randomly decide positions of N, color
values to generate the seed frame S.

[0050] The seed frame manager 110 may generate the seed
frame S with color values such as RGB(253,253,0), RGB
(253,0,253), RGB (0,253,253), etc. It enables the compres-
sion rate of a result frame of the XOR operator 140 to be
lowered. If component color values of the seed frame S are
decided to be values that are not near to 0x00 or OxFF, pixels
of each of the blocks of an output frame of the XOR operator
140 have a larger difference therebetween. Since pixels of
each of the blocks lose similarity, the compression rate is
greatly lowered according to the compression method to
remove repeated color values of each of the frames.

[0051] The key frame generator 130 performs the block
exchange operation for the seed frame S output from the seed
frame manager 110 using the seed frame block exchange
operation key KEY1 to generate the key frame K in step S120.
The key frame generator 130 repeatedly or recursively per-
forms the block exchange operation to generate the key frame
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K. The block exchange operation is an operation to mix up
positions of blocks of an image frame O according to a pre-
determined rule. Here, the predetermined rule is obtained
from a hash function and the seed frame block exchange
operation key KEY1. That is, the key frame generator 130
mixes up positions of blocks of the seed frame S using the
hash function and the seed frame block exchange operation
key KEY1 to generate the key frame K. The key frame gen-
erator 130 may perform generation, change, and discard of
the hash function, and setting up the rule for the hash function.
The key frame generator 130 may perform the block
exchange operation for the seed frame S according to Equa-
tion 1.

[Equation 1]
[0052]
TR[i]=KEY1[inBli]

[0053] In Equation 1, ‘i’ is the block number of a block of
the seed frame S for the block exchange operation, ‘B[i]’is a
block of the seed frame S for the block exchange operation,
and ‘KEY1[i]” is an i-th element of the seed frame block
exchange operation key KEY1. ‘TR[i]’ is a position that
‘B[i]’ is moved to, and 7 is the hash function to get the
positions that blocks are moved to.

[0054] More precisely, according to Equation 2 the key
frame generator 130 may get a position j of a block that is
changed with the i-th block S(i) of the seed frame S.

[Equation 2]
[0055]
j=KEY1[i] mod N,

[0056] In Equation 2, ‘mod’ operator is an operator to cal-
culate the remainder of a division, and ‘Nx’ is the total num-
ber of blocks of the seed frame S.

[0057] The key frame generator 130 gets a position j of a
block that is changed with the i-th block S(i), and changes the
i-th block with the j-th block. The key frame generator 130
performs the block exchange operation for all i (0=i<NF)
according to Equation 3.

[Equation 3]
[0058]
BEGIN
for i=0 to NF-1 do
BEGIN
j =KEY1[i] mod Ng
SWAP( S[j], S[i])
END OF FOR
END
[0059] FIG. 3 shows roughly a block exchange operation

according to an exemplary embodiment of the present inven-
tion.

[0060] As shown is FIG. 3, if the block exchange operation
ofthe frame is performed, positions of blocks of the frame are
changed.

[0061] The key frame generator 130 performs the block
exchange operation, such as in FIG. 3, to generate the key
frame K, such as FIG. 4.
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[0062] FIG. 4 showsakey frame according to an exemplary
embodiment of the present invention.

[0063] Continually, FIG. 2 will be now described.

[0064] The XOR operator 140 performs XOR with the key
frame K from the key frame generator 130 and the image
frame O to generate a temporary image frame X in step S130.
Equation 4 shows a operation that the XOR operator 140
performs.

[Equation 4]
[0065]
X=0FK

[0066] The block exchange operator 160 performs the
block exchange operation for the temporary image frame X
output from the XOR operator 140 using the image frame
encryption key KEY2 to generate an encrypted image frame
E in step S140. The block exchange operator 160 repeatedly
or recursively performs the block exchange operation to gen-
erate the encrypted image frame E. The block exchange
operator 160 may perform functions equal to or similar to
functions of the key frame generator 130 like Equation 1. The
block exchange operator 160 may perform generation,
change, and discard of the hash function, and perform setting
up the rule for the hash function. On the other hand, the seed
frame block exchange operation key KEY1 may be equal to
or different from the image frame encryption key KEY2. An
example of the encrypted image frame E that the block
exchange operator 160 generates is shown in FIG. 5.

[0067] FIG. 5 shows an encrypted frame according to an
exemplary embodiment of the present invention.

[0068] As shown in FIG. 5, after the image frame O is
encrypted, it is unrecognizable.

[0069] The image compressor 170 compresses the
encrypted image frame E according to a predetermined rule to
generate a compressed frame C in step S150. The image
compressor 170 may compress the encrypted image frame E
according to an MPEG4 method to remove repeated color
values in each of the blocks of the encrypted image frame E.
The image compressor 170 may compress the seed frame S to
generate a compressed seed frame S.

[0070] The transmitter 180 transmits the compressed
image frame C to a channel in step S160. Also, the transmitter
may periodically transmit the seed frame S or the compressed
seed frame to the channel. Moreover, the transmitter 180 may
transmit periodically information on the number of colors,
each of the color values, and the position of the colors for
generating new seed frame S to the channel.

[0071] Animage frame decryption method according to the
first exemplary embodiment of the present invention will be
now described with reference to FIG. 6 and FIG. 7.

[0072] FIG. 6 is a block diagram representing roughly an
image frame decryption apparatus according to the first
exemplary embodiment of the present invention.

[0073] As shown in FIG. 6, the image frame decryption
apparatus 200 according to the first exemplary embodiment
of the present invention comprises a receiver 210, an image
decompressor 220, a seed frame manager 280, a first key
manager 230, a key frame generator 240, a second key man-
ager 250, a block exchange operator 260, and an XOR opera-
tor 270.

[0074] Since the first key manager 230 and the second key
manager 250 perform functions equal to or similar to func-
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tions of the first key manager 120 and the second key manager
150, their detailed descriptions will be omitted.

[0075] FIG. 7 is a flow chart representing roughly an image
frame decryption method according to the first exemplary
embodiment of the present invention.

[0076] Firstly, the receiver 210 receives a compressed
image frame C in step 210. Also, the receiver 210 may peri-
odically receive a seed frame S or a compressed seed frame S.
Moreover, the receiver 210 may periodically receive infor-
mation on the number of colors, each of the color values, and
the position of the color for generating seed frame.

[0077] The seed frame manager 280 uses, reuses, discards
and manages a seed frame S that the receiver 210 receives.
Also, the seed frame manager 280 may decompress the com-
pressed seed frame S that the receiver 210 receives. More-
over, the seed frame manager 280 may generate the seed
frame S with received information about the seed frame.
[0078] Next, the key frame generator 240 performs the
block exchange operation for the seed frame S output from
the seed frame manager 280 using the seed frame block
exchange operation key KEY1 to generate a key frame K in
step S220.

[0079] On the other hand, the image decompressor 220
decompresses the compressed image frame C to generate an
encrypted image frame E in step S230.

[0080] After this, the block exchange operator 260 per-
forms the block exchange operation for the encrypted image
frame E output from the image decompressor 220 using the
image frame encryption key KEY?2 to generate a temporary
image frame X in step S240.

[0081] The XOR operator 270 performs XOR with the
temporary image frame X output from the block exchange
operator 260 and the key frame K output from the key frame
generator 240 to generate a finally-restored image frame O in
step S250.

[0082] An image encryption method according to a second
exemplary embodiment of the present invention will be now
described with reference to FIG. 8 and FIG. 9.

[0083] FIG. 8 is a block diagram representing roughly an
image encryption apparatus according to the second exem-
plary embodiment of the present invention.

[0084] AsshowninFIG. 8, the image encryption apparatus
300 according to the second exemplary embodiment of the
present invention comprises a seed frame manager 310, a first
key manager 320, a key frame generator 330, a second key
manager 340, a block exchange operator 350, an XOR opera-
tor 360, an image compressor 370, and a transmitter 380.
[0085] Since the first key manager 320 and the second key
manager 340 perform functions equal to or similar to func-
tions of the first key manager 120 and the second key manager
150, their detailed descriptions will be omitted.

[0086] FIG.9 is a flow chart representing roughly an image
encryption method apparatus according to the second exem-
plary embodiment of the present invention.

[0087] Firstly, the seed frame manager 310 generates,
reuses, discards, and manages a seed frame S in step S310.
The seed frame manager 310 may generate the seed frame S
using randomly selected colors and positions of the colors.
[0088] Next, the key frame generator 330 performs the
block exchange operation for the seed frame S output from
the seed frame manager 310 using the seed frame block
exchange operation key KEY1 to generate a key frame K in
step S320.
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[0089] On the other hand, the block exchange operator 350
performs a block exchange operation for the image frame O
using the image frame encryption key KEY2 to generate a
temporary image frame X in step S330.

[0090] The XOR operator 360 performs XOR with the
temporary image frame X output from the block exchange
operator 350 and the key frame K output from the key frame
generator 330 to generate an encrypted image frame E in step
S340.

[0091] The image compressor 370 compresses the
encrypted image frame E to generate a compressed image
frame C in step S350.

[0092] The transmitter 380 transmits the compressed
image frame C to a channel. Also, the transmitter 380 may
periodically transmit the seed frame S or the compressed seed
frame S to the channel. Moreover, the transmitter 380 may
transmit periodically information on the number of colors,
each of the color values, and the position of the colors for
generating new seed frame S to the channel.

[0093] Animage frame decryption method according to the
second exemplary embodiment of the present invention will
be now described with reference to FIG. 10 and FIG. 11.
[0094] FIG. 10 is a block diagram representing roughly an
image frame decryption apparatus according to the second
exemplary embodiment of the present invention.

[0095] As shown in FIG. 10, the image frame decryption
apparatus 400 according to the second exemplary embodi-
ment of the present invention comprises a receiver 410, an
image decompressor 420, a seed frame manager 480, a first
key manager 430, a key frame generator 440, an XOR opera-
tor 450, a second key manager 460, and a block exchange
operator 470.

[0096] Since the first key manager 430 and the second key
manager 460 perform functions equal to or similar to func-
tions of the first key manager 120 and the second key manager
150, their detailed descriptions will be omitted.

[0097] FIG. 11 is a flow chart representing roughly an
image frame decryption method according to a second exem-
plary embodiment of the present invention.

[0098] Firstly, the receiver 410 receives a compressed
image frame C in step S410. Also, the receiver 410 may
periodically receive a seed frame S or a compressed seed
frame S. Moreover, the receiver 410 may periodically receive
information on the number of colors, each of the color values,
and the position of the color for generating seed frame.
[0099] The seed frame manager 480 uses, reuses, discards,
and manages a seed frame S that the receiver 410 receives.
Also, the seed frame manager 480 may decompress the com-
pressed seed frame S that receiver 410 receives. Moreover,
the seed frame manager 480 may generate the seed frame S
with received information about the seed frame S.

[0100] Next, the key frame generator 440 performs a block
exchange operation for the seed frame S output from the seed
frame manager 410 using the seed frame block exchange
operation key KEY1 to generate a key frame K in step S420.
[0101] On the other hand, the image decompressor 420
decompresses the compressed image frame C to generate an
encrypted image frame E in step S430.

[0102] The XOR operator 450 performs XOR with the
encrypted image frame E output from the image decompres-
sor 420 and the key frame K output from the key frame
generator 440 to generate a temporary image frame X in step
S440.
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[0103] The block exchange operator 470 performs the
block exchange operation for the temporary image frame X
output from the XOR operator 450 using the image frame
encryption key KEY2 to generate a finally-restored image
frame O in step S450.

[0104] FIG. 12 shows encrypted MPEG size increasing
ratios of various algorithms over an original MPEG size.
[0105] InFIG.12, ‘AES’ represents the Advanced Encryp-
tion Standard, and ‘XOR’ represents encryption through
XOR. Also, ‘Scramble with XOR’ represents encryption with
XOR and scrambling, and ‘SRMT (Secure Real-time Media
Transmission)’ represents encryption according to exemplary
embodiments of the present invention.

[0106] In FIG. 12, the encrypted MPEG size increasing
ratios of various algorithms over an original MPEG size are
calculated according to Equation 5.

increasingratio = [Equation 4]

Encrypted MPEG size — Original MPEG size
Original MPEG size

[0107] As shown in FIG. 12, the encryption algorithm
according to exemplary embodiments of the present inven-
tion has smaller increasing ratio than other encryption algo-
rithms.

[0108] According to exemplary embodiments of the
present invention, the image encryption apparatus can effi-
ciently encrypt multimedia without reference to features of
the multimedia like quantity of movement.

[0109] Also according to exemplary embodiments of the
present invention, since the image encryption apparatus
encrypts image frames with reference to structural features of
image compression, time and resource for encryption can be
reduced and compression rate is not greatly reduced. There-
fore, the image encryption methods according to exemplary
embodiments of the present invention are used in real-time
transmission of multimedia.

[0110] Further, according to exemplary embodiments of
the present invention, since the image encryption apparatus
randomly decides N, color values by selecting one among
values (for example, values between 0x00 and 0x05) near to
0x00 or values (for example, values between OxFA and OxFF)
near to OxFF for each of red, green and blue, the compression
rate can be further improved.

[0111] The above-described methods and apparatuses are
not only realized by the exemplary embodiment of the present
invention, but, on the contrary, are intended to be realized by
a program for realizing functions corresponding to the con-
figuration of the exemplary embodiment of the present inven-
tion or a recording medium for recording the program.
[0112] While this invention has been described in connec-
tion with what is presently considered to be practical exem-
plary embodiments, it is to be understood that the invention is
not limited to the disclosed embodiments, but, on the con-
trary, is intended to cover various modifications and equiva-
lent arrangements included within the spirit and scope of the
appended claims.

What is claimed is:

1. A method for encrypting an image frame, comprising:

generating a key frame;

performing XOR with the image frame and the key frame
to generate a temporary image frame; and
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changing positions of blocks of the temporary image frame
according to a first key to generate an encrypted image
frame.
2. The method of claim 1, wherein generating the key
frame comprises:
generating a seed frame; and
changing positions of blocks of the seed frame according to
a second key to generate the key frame.
3. The method of claim 2, wherein generating the seed
frame comprises:
selecting randomly one or more color values; and
deciding randomly positions of the one or more color val-
ues to generate the seed frame.
4. The method of claim 3, wherein changing positions of
blocks of the seed frame comprises:
changing repeatedly positions of blocks of the seed frame
according to the second key to generate the key frame.
5. The method of claim 3, wherein changing positions of
blocks of the seed frame comprises:
changing recursively positions of blocks of the seed frame
according to the second key to generate the key frame.
6. The method of claim 3, further comprising:
removing repeated color values in each of the blocks of the
encrypted image frame to generate a compressed frame.
7. A method for encrypting an image frame, comprising:
generating a key frame;
changing positions of blocks of the image frame according
to a first key to generate a temporary image frame; and
performing XOR with the key frame and the temporary
image frame to generate an encrypted image frame.
8. The method of claim 7, wherein generating the key
frame comprises:
generating a seed frame; and
changing positions of blocks of the seed frame according to
a second key to generate the key frame.
9. The method of claim 8, wherein generating the seed
frame comprises:
selecting randomly one or more color values; and
deciding randomly positions of the one or more color val-
ues to generate the seed frame.
10. A method for decrypting an image frame, comprising:
receiving an encrypted image frame;
generating a key frame;
changing positions of blocks of the encrypted image frame
according to a first key to generate a temporary image
frame; and
performing XOR with the temporary image frame and the
key frame to generate the image frame.
11. The method of claim 10, wherein generating the key
frame comprises:
receiving a seed frame; and
changing positions of blocks of the seed frame according to
a second key to generate the key frame.
12. The method of claim 10, wherein generating the key
frame comprises:
receiving information on the number of colors, each of the
color values, and the position of the colors to generate a
seed frame; and
changing positions of blocks of the seed frame according to
a second key to generate the key frame.
13. The method of claim 12, wherein receiving the
encrypted image frame comprises:
receiving a compressed image frame; and
decompressing the compressed image frame to generate
the encrypted image frame.
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14. A method for decrypting an image frame, comprising:

receiving an encrypted image frame;

generating a key frame;

performing XOR with the encrypted image frame and the
key frame to generate a temporary image frame; and

changing positions of blocks of the temporary image frame
according to a first key to generate the image frame.

15. The method of claim 14, wherein generating the key

frame comprises:

receiving a seed frame; and

changing positions of blocks of the seed frame according to
a second key to generate the key frame.
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16. The method of claim 14, wherein generating the key
frame comprises:

receiving information on the number of colors, each of the
color values, and the position of the colors to generate a
seed frame with the information; and

changing positions of blocks of the seed frame according to
a second key to generate the key frame.

17. The method of claim 16, wherein

receiving a compressed image frame; and

decompressing the compressed image frame to generate
the encrypted image frame.
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