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57 ABSTRACT

A wireless communication systcm for geographically con-
trolling a communication area includes an access pomt for
communicating with a lefminal in a first area, and a jammer
for generating noise for intercepting communication beoween
the access point and a terminal in a second area. A jamming
boundary for dividing an area in which the termina] can
communicate with the access point and an area in which the
terminal cannot communicate with the access point in aa area
in which the first area and the second area are overlapped is
formed, and the jamming boundary is formed by a ratio
between power of a signal transmitted to the terminal by the
aeeess point and power of a signal of the noise.

See application file for complete search history. 7 Claims, 6 Drawing Sheets
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WIRELESS COMMUNICATION SYSTEM FOR
CONTROLLING COMMUNICATION AREA
BY JAMMING

CROSS-REFERENCE TO RELATED
APPLICATION

This application claims priority to and the benefit of
Korean Patent Application No. 10-2009-0098814 filed in the
Korean Intellectual Property Office on Oct. 16, 2009, the
entire contents of which are incorporated herein by reference.

BACKGROUND QF THE INVENTION

(a) Field of the Invention

The present invention relates to wireless network security.

(b) Description of the Related Ast

As wireless communication techniques have been devel-
oped, company information leakage through wireless net-
works has become a serious problem. In order to prevent
illegal access to the wireless network environment from the
outside, many methods such as user authentication and data
encryption have been proposed, but they generate informa-
lion leakage in subsequent cases.

FIG. 1 sbows a general wireless network environment of a
company.

Referring to FIG. 1, a plurality of access points AP1 and
AP2 and terminals T1, T3, and T4 are provided in a physical
perimeter PA of a company, and a plurality of access points
AP3 and AP4 and a terminal T2 are proviled outside the
physical perimeter PA .

The access point AP1 and the terminal T1 in the physical
perimeter PA . of the company communicate with each other
in the normal case, and when an extemnal rogue terminal T2
hacks the key for authentication to communicate with the
internal access point AP2 (Case 1) or an internal rogue ter-
minal T3 forms another channel with a rogue access point
AP3 and communicates with the same (Case 2), the compa-
ny’s information may be leaked.

Further, when an internal innocent terminal T4 communi-
cates with an external rogue access point AP4 unintentionally
by ar automatic wireless connection manager program
{Case3), information leakage occurs. Therefore, to fonda-
mentally intercept the company’s information leakage, it is
required to isolate a specific geographical area from the wire-
less access to/from the oulside.

The above information disclosed in this Background sec-
tion is only for enhancement of understanding of the back-
ground of the invention and therefore it may contain infor-
mation that does not form the prior art that is already known
in this country to a person of ordinary skill in the art.

SUMMARY OF THE INVENTION

The present invention has been made in an effort to provide
awireless communication system for geographically control-
ling acommunication area caused by anaccess point by using
jamming,

An excmplary embodiment of the present invention pro-
vides a wireless communication sysiem for geographically
controlling a communication area including an access point
for communicating with a terminal in a firsl area, and a
jammer for generating noise for intercepting communication
between the access point and a lerminal in a second area. A
Jamming boundary for dividing an area in which the terminal
can conununicate with the access point and an area in which
the terminal cannot communicate with the access point in an
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area in which the first area and the second area are overlapped
is formed, and the jamming boundary is formed by z ratio
between power of 2 signal ransmitted to the termina) by the
access point and power of a signal of the noise.

When power of the signal transmitted to the terminal >y the
access point corresponds to power of the noise generated hy
the jammer, the jamming boundary is formed at a poiné hav-
ing the same distance from the access point and the jammer,
respeclively.

The jamming boundary moves toward the acecss peint as
power of the noise is increased compared to power of a signal
transmitted to the termina] by the access point, and the jam-
ming boundary moves toward the jammer as power of the
noise is decreased compared to power of a signal transmitted
to the terminal by the access point.

The jamming boundary is proportional to the distance
between the access point and the lerminal and the distance
between the jammer and the terminal, and signal power of the
access point received by the lerminal comesponds to power of
the noise received by the terminal at the jamming boundary.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 shows a general wirelcss network environment of a
company.

FIG. 2 shows a wireless communication system according
to an exemplary embodiment of the present invention.

FIG. 3 shows signal power Py of an access point 100
received by a terminal 200 based on the distance between the
access point 100 and the terminal 200,

FIG. 4 shows a form of a jamming boundary (b) accarding
to power of an access point 100 and a jammer 300.

FIG. 5 shows a secure wirelcss zone formed when two
jammers J1 and J2 are provided near an access point 100.

FIG. 6 shows a secure wireless zone formed wher four
jammers I1, J2, 13, and J4 are provided near an access point
100.

DETAILED DESCRIPTION OF THE
EMBODIMENTS

In the following detailed description, only certain exem-
plary embodiments of the present invention have been saown
and described, simply by way of illustration. As those skilled
in the art would realize, the described embodiments may he
modified in various different ways, all without departingfrom
the spirit or scope of the present invention. Accordingly, the
drawings and description are to be regarded as illustrative in
nature and not restrictive. Like reference numerals desiznate
like elements throughout the specification.

Throughout the specification, unless explicitly desaribed
lo the contrary, the word “comprise” and variations such as
“comprises” or “comprising” will be understood to imply the
inclusion of stated elements but not the exclusion of any other
elements.

In the specification, an access point (AP) may indicate a
base station (BS), a node B, an evolved node B (eNodeB), a
raclio access station (RAS), a base transceiver station (BTS),
and a mobile multihop relay (MMR)-BS, and it may include
entire or partial functions of the node B, the eNodeB, the AP,
the RAS, the BTS, and the MMR-BS.

Also, a terminal may indicate an access fermipal (AT), a
mobile terminal (MT), a mobile station (MS), a subscriber
siation (S8), a portahle subscriber station (PSS), and user
equipment (UE), and it may include entire or partial funations
of the AT, the MT, the MS, the S8, the PSS, and the UE,
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In the present specificalion, a jamming boundary repre-
sents a boundary where a communicalion arez of an access
point is controlled by a jammer, and the communication area
confrolled by the jammer is defined to be a protected wireless
zone.

A wireless communication system according to an cxem-
plary emhodiment of the present invention will now be
described in detail with reference to accompanying drawings.

FIG. 2 shows a wireless communication system according
to an exemplary embodiment of the present invention. Refer-
ring to FIG. 2, the wireless communication system includes
an access point 100, a terminal 200, and a jammer 300,

The access point 100 communicates with the terminal 200
through a specific frequency. In this instance, received signal
power P, of the access point 100 received by the terminal 200
is expressed in Equation 1.

a [Equation 1]

Py = Gap_rPap~Groap————
K AT A A P Anpr

Here, G, ; represents an antenna gain of the access point
100 in the direction of the terminal 200, P, indicates signal
power output by the anteona, and Gy, shows an antenna
gain of the terminal 200 in the direction of the access peint
100. Also, A represents waveleng(h of a signal cutput by the
antenna of the access point 100, and D, . is a distance
between the access potnt 100 and the terminal 200.

The signal power P, of the aecess point 100 received by the
terminal 200 in Equation 1 can be shown as FIG. 3 based on
Lhe distance between the access point 100 and the terminal
200.

Referring to FIG. 3, signal power of the access point 100
received by the terminal 200 is reduced as the lerminzl 200
becomes far from the access point 100.

When noise power P,, is conslant in FIG. 3, the signal-to-
noise ralio (SNR) al the distance d; from the access point 100
is P/P,,, and the SNR at the point (P, =P, ) where power of the
signal and tbe noise js Lhe same becomes 1 (0 dB).

In this instance, the case in which the SNR is 1 represents
that the terminal 100 reccives no signal from the access point
100, and the terminal 200 can communjcate with the access
point 100 in the area C ;» included in the cirele with the radius
d ., with respect to the access point 100. That is, in FIG. 2 the
area C ,p that is included in the circle with the radius d . » with
respect to the aceess point 100 indicates the area where the
terminal 200 can communicate with the access point 100,

Further, in FIG, 2, the jammer 300 generates and transmits
noise so as to present an obslacle to communication by the
terminal 200 with the access point 100, The sigoal power of
the jammer 300 received by the terminal 200 is reduced as the
terminal 200 is far from the jammer 300 as shown in FIG. 3,
and the SNR becomes 1 at the point (P~P,) where the jam-
mer’s noise and noise power are equal (0 dB).

In this instance, the case in which the SNR is 1 signifies that
the terminal 100 is no longer influenced by the noise of the
jammer 300, and the terminal 200 receives noise caused by
the jammer 300 in the area C,, included in the circle with the
radius d ;with respect to the jammer 300, That js, in FIG. 2, (e
area C,included in the circle with the radius d , with respect to
the jammer 300 represents (he area where the terrminal 200
receives noise from the jammer 300.

In FIG. 2, a jamming boundary (b) is formed in the com-
mon area of the area C,, in which the terminal 200 can com-
municate with the access point 100 and the area (C,) in which
the terminal 200 receives noise from the jammer 300.
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When the terminal 200 {s provided on the side of the access
point 100 with reference to the jamming boundary (b) in the
commeon area, Lhe terminal 200 can receive a signal of the
access point 100, and when the terminal 200 is provided on
the side of the jammer 300 with reference to the jamming
boundary (b), the terminal 200 cannot receive the signal of the
access point 100 because of noise of the jammer 300.

The signal power P, of the access point 100 received by the
terminal 200 on the jamming boundary (b) corresponds to the
signal power of the jammer 300 received by the terminal 200,
and satisfies Equation 2.

7
Aap

[Equai.ion 2]
@ tDapry _
> =

P Gap-1+Pap-Croap
AP-T

Pyr

1

Grg o PreGroy—e——t
T ar D,y

Here, P, represents signal power received by the tarmi-
nal 200 from the access point 100, and P, ;. indicates signal
power received by the terminal 200 from the jamrmer 300,

Inthis instance, assuming that the access point 100 aad the
jammer 300 use the same antenna and frequency (Gip =
G5 Gp.1=Gy and & o=3 ), Equation 2 can be expressed
as Equation 3.

PupiPA(Dap "Dy 0" [Equetion 3]

According to Equation 3, the jamming boundary (b)
depends on power of the access point 100 and the jammer
300, and distance among the access point 100, the jammer
300, and the terminal 100, ]

In detail, the form of the jamming boundary (b) according
to power of the access point 100 and the janmer 300 will be
described.

FIG. 4 shows a form of a jamming houndary (b) accoeding
to power of an access point 100 and a jammer 300, and Tehle
1 shows a power relation of the access point 100 and the
jammer 300 for the jamming boundary (b) of FIG. 4.

TABLE 1
Loss
Exponant n=2 n=4
by IPy=Py 9P,=P,
b, 2P m P, 4P, =P,
by P,=b, P,=F,
by P,=2F, P =4P;
by P, =3EF, P =9F,

InFIG. 4, the access point 100 is provided at {0,0) in (e x-y
plane, and the jammer 300 is provided at (j,0) in the x-y plane.

Referring to FIG. 4 and Table 1, when the access point 100
and the jammer 300 have the same power, the jamaming
boundary (b) is formed by the straight line (h3) generatzd by
connecting (e points having the same distance from the
access point 100 and the jammer 300, respectively.

As power P,ofthe jammer 300 is increased in proportion to
power P, of the access point 100, the jamming bounda-y (b)
approaches the access point 100.

In detail, when power P, of the jammer 300 becomes four
limes the power P, of the access point 100 (i.e., P~4P ),
the jamming houndary (b} forms a circle (b2) wilh the center
of (§,0) and the radius of 2"(V)*j. Also, when power P rof the
jammer 300 becomes nine times the power P, of the access
point 100 (Le., P,=9P ), the jamming boundary {h) fo-ms a
cirele (b1) with the center of (=j2,0) and the radius of 3°(%2)
2.
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That is, as power P; of the jammer 300 is increased com-
pared lo power P, of the access point 100, the center of the
circle forming the jamming boundary (b) moves towards the
access point 100, and the radivs of the circle forming the
jamming boundary (b) is reduced.

On the contrary, when power P of the access point 100 is
increased to be greater than the power P, of the jammer 300,
the jamming boundary (b) is formed near the jammer 300 (b4)
and (b5).

Here, the loss exponent (n) is varjable by environmental
conditions, and it is given as 2 in the free space (n=2), it is
given as 4 on the flat surface (n=4), and it is given as greater
than 4 in the intema] space except the tunnel. FIG. 4 shows the
case of a fat surface (n=4).

The case in which an access point 100 is surrounded by a
plurality of jammers 300_1, 300_2, . . . 300_n will now he
described.

When K jammers 300_1,300_2, ... 300__kusing the same
frequency are provided near the access point 100, signal
power P, of the access point 100 received by the terminal 200
is expressed in Equation 4.

[ [Equation 4]
Pe= PAP_T+ZP,;+N
T

Here, P . r represents signal power from the access point
100, P, indicates signal power from the i-th jammer (Ji,
300_), and N is an environmental noise floor. That is, a
plerality of jammers 300_1, 300_2, . .. 300__k obstruct the
terminal 200 in receipt of a signal from the access point 100.

In this instance, if the environmenial noise floor N is
ignored, the SNR atthe point {x,y) is expressed in Eqnation 5.

[Equation 5]

Pap-r(z,
SNR= IAP (%, ¥)

EPrr(ny

Here, P,,,(x,¥) represents the fiunction of (xy) for indicat-
ing signal power transmitted from the jammer (300_i, J,) to
the point of (x,y), and can communicate with the aceess point
100 in the area having the value of Equation 5 that is preater
than 1.

In the situation of a plurality of jammers 300_1, 300_
2,...300_k, the area that car be communicated with the
access point 100 is included in the area where the arcas
available for communication with the access point 100 for a
plurality of respective jammers 300_1, 300_2, ... 300_fare
overlapped.

In this instance, when the area available for communica-
tion with the access point 100 is intercepted from the outside,
the intercepted area will be called a “secure wireless zone.”

Hereinafter, the secure wireless zone will be described in
detail with reference to FIG. 5 and FIG. 6.

FIG. 5 shows a secure wireless zone formed when two
jammers J1 and J2 are provided near an aceess point 100,

The jamming boundary (b} is formed al the point where
signal power (Pp) of the access point 100 reeeived by the
terminal 200 according to Equation 2 corresponds to a sum-

15

60

mation of signal power of the jammers J1 and J2 received by 65

the terminal 200. In detail, the jamming boundary (b) is
formed as in Equation 6,

Pap-r(x. 3) _ [Bquacion 6]

Prlx, 4 Prriny)

Assuming that the access point 100 is provided at (0,0) on
the x-y plane, J1 is provided at (j,0), J2 is provided at (j,0),
the lerininal 200 is provided at (%,¥), and the access point 100
and the jammers J1 and J2 use the same antenna and fre-
quency (Gp7~CGn.7Cnp OrerCrn=Cr, and
A=A n=h ), Equalion 6 can be expressed as Equation 7.

Pop P_,‘ PJ; [Equarion 7]
= +
(Paprl  DneF Dy

Assuming that the loss exponent is =2, and P =P =P ,
in the free space, the jamming boundary is expressed as
Equation 8.

1 L 1

LS S S [Equarion 8]
Ray g-PRayt x4 Py

In FIG. 5, the nner part of the jamming boundary with
respecl to the access point 100 is a “secure wireless zoze.”

FIG. 6 shows a secure wireless zone that is formed when
four jammers 1, J2, J3, and J4 are provided near the access
point 100. In this instance, the distance between the jarrmers
1, J2, 33, and J4 and the access point 100 is given as j.

InFIG. 6, 3 cases including the first case in which power P,
of the four jammers J1, ]2, J3, and J4 is respectively less than
power P, of the access point 100 (P,,>P ), the seconc case
in which power P, of the four jammers J1, J2, I3, and|J4 is
respectively equal to power P, of the access poim 100
(P.+=P}, and the third case in which power P, of the four
jammers J1, J2, I3, and J4 is respectively greater ihan power
P of the access point 100 (P,,.<P) are applicable.

Referring to the power relationship between the access
point 100 and the jammer 300 and the jamming boundazy (b)
of Table |, in FIG. 6, Z1 indicates an intersection of the areas
accessible to the access point 100 under each single jammer
11, 12, 13, and J4, 72 represents an area accessible t the
access point 100 vader four jammers 11, J2, I3, and J4 in the
case of n=4, and 73 shows an area accessible to the access
point 100 under four jammers 11, J2, 13, and J4 in the cese of
n=2,

In FIG. 6, 22 and 73 are included in 71, and as p is
increased, the size of the area accessible to the access point
100 is increased to be approximated as Z1.

Table 2 shows the size of the secure wireless zone accord-
ing to the loss exponent and the jammer’s power. Referring to
Table 2, the size of Z2 is 54__63% of Z1, and the sizc of Z3 is
86_00%of 71.

TABLE 2

Area Py Size Relative size

Case(a) 2, 4P (n=4) L1 100%
2P,(n=2)

Z 4p, 1487 B6.0%

A P, 192 63.4%
Cuse(b) Z, P,m=2014) J 100%

Z, P, 09132 90.8%

Z Ty 0.63j° 63.%%
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TABLE 2-continued
Area P, Size Relative size
Case(c) Z, 0.25P;(n=4)  0.6372 100%
0.5T;(n=2)
Z 0.25P, 0.5512 87.8%
Zy 0.5P, 0.3 54.7%

As described above, according to the exemplary embodi-
ment of the present invention, information leakage can be
fundamentally prevented by actually controlling the commu-
nication area of the access point compared to the existing
logical wireless network prolecting methods.

Further, the current invention is applicable to the general
communication system since it docs not depend on a special
protocol but uses power of the jammer and a relative position
of the terminal.

In addition, regarding the attempt for the jammer to escape
from tbe radio channel, since the jammer influences the adja-
cent channel, the trial of escape can be prevented by extend-
ing the several number of the jamming channels of the jam-
mer. In detail, 13 channels can be covered by jamming 4 to 5
channels in the 2.4 GHz bandwidth of the TEEE 802.11.

According to an embodiment of the present invention, a
wireless communication system for geopraphically control-
ling a communication area cansed by an access point by using
jamming is provided.

The above-described embodiments can be realized through
a program for realizing functions corresponding to the con-
figuration of the embodiments or a recording medivm for
recording the program in addition to through the above-de-
scribed device and/or method, which is easily realized by a
person skilled in the art.

While this invention has been described in connection with
what is presently considered to be practical exemplary
embodiments, it is to be understoed that the invention is not
limited to the disclosed embodiments, but, on the contrary, is
intended to cover various modifications and equivalent
arrangements inchuded within the spirit and scope of the
appended claims.

The invention claimed is:
1. A wireless communication system for gecgraphically
controlling a communication area, comprising:
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an access point for communicating wilh a terminal irea first
area; and

a jammer for generating noise for intercepling communi-
cation between the access point and the lerminz] in a
second areg,

wherein a jamming boundary for dividing an area in which
the terminal can communicate with the access poiat and
an area in which the terminal cannot communicate with
the access point in an area in which the first area and the
second area are overlapped is formed, and

aposition of the jamming boundary is determined based on
a matio between power of a signal transmitted 1o the
terminal by the access point and power of a signal of the
noise.

2. The wireless communication system of claim 1,

wherein,

when power of the signal transmitted to the terminal by the
access point corresponds to power of the noise, the jam-
ming boundary is formed at a point having the same
distance from the access point and the jammer, respec-
tively.

3. The wireless communication system of claim 1, wherein

the jamming boundary moves toward the access point as
power of the noise is increascd compared to power of a
signal transmitted to the terminal by the access point.

4. The wireless communication system of claim 1, wherein

the jamming boundary moves toward the jammer as power
of the noise is decreascd compared to power of a signal
transtitted to the terminal by the access point.

5.The wireless communication system of claim 1, wherein

the jamming boundary is proportional to the distance
between the access point and the terminal and the dis-
tance belween the jammer and the terminal.

6. The wireless communication system of claim 1, wherein

signal power of the access point received by the terminal
corresponds to power of the noise received by the termi-
nal at the jamming boundary.

7. The wireless communication system of claim 1, wherein

the signal to noise ratio for a signal from the access point on
the boundary of the first area is 1, and

the signal to noise ratio for a signal from the jammer on the
boundary of the second area is 1.
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