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Growing dependency on the Internet increases the importance of protecting the Internet from various
security threats. Recent incidents show the potential of affecting the entire Internet infrastructure.
However, the research in the Internet security has been focused on securing the information instead of
securing the Internet infrastructure itself. In this paper, we will introduce the vulnerabilities of the Internet
infrastructure with respect to attacking the domain name system (DNS), networking devices, routing
protocols, and network topology, respectively. As well, we show the research trends for securing the
Internet infrastructure and the directions of future research.

Keywords: Internet infrastructure security, DNS (domain name system), router attack, secure routing
protocol, network topology, denial of service attack
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