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Abstract—Botnets have been considered as a main source of
Internet threats. A common feature of recent botnets is the use
of one or more C&C servers with multiple domain names for
the purpose of increasing flexibility and survivability. In contrast
with single domain botnets, these multi domain botnets are hard
to be quarantined because they change domain names regularly
for connecting their C&C server(s). In this paper, we introduce
a tracking method of botnets by analyzing the relationship
of domain names in DNS traffic generated from botnets. By
examining the DNS queries from the clients which accessed the
known malicious domain names, we can find a set of unknown
malicious domain names and their relationship. This method
enables to track malicious domain names and clients duplicately
infected by multiple bot codes which make botnets revivable
against existing quarantine methods. From the experiments with
one hour DNS traffic in an ISP network, we find tens of botnets,
and each botnet has tens of malicious domains. In addition
to botnet domains, we find a set of other domain names used
for spamming or advertising servers. The proposed method can
be used for quarantining recent botnets and for limiting their
survivability by tracking the change of domain names.

I. INTRODUCTION

A botnet is the network of remote controllable malwares,
which is one of the most significant source of Internet threats
today. Botnets perform an attack such as spamming, DDoS,
spying, and whatever possible malicious activities. According
to the report from MessageLabs [1], botnets are ruling the cy-
ber security landscape with at least five million compromised
computers in 2009.

One of the important features of botnets we can observe
and apply to detect them is that the botnets use multiple
domain names to connect remote control servers. They have
used various domain names to send spam mails, to drive users
to infection servers, to find a victim and so on. Necessarily,
accessing a server over the Internet with a domain name means
that it needs to use DNS. In many cases, we can obtain the
evidences of botnet activities from DNS queries generated by
botnets. Some botnets use hard-coded IP addresses to connect
target servers; however, according to the behavior of reported
botnets, recent botnets tend to contact their target servers using
domain names or both of IP addresses and domain names. In
many studies [2], [3], [4], DNS is being used to detect and
analyze botnet activities with the advantage of the possibility
of monitoring in a single location, and we used DNS query
traffic to track activities of botnets and the their relationship

among the suspicious domain names contacted by the botnets.
Recent botnets commonly use multiple domain names

for locating distributed servers. A botnet can have multiple
functionalities, and it is controlled and communicating with
different servers for each functionality. Some botnets which
connects to its C&C(Command and Control) server through a
domain name have used DDNS(Dynamic DNS) for changing
the IP address. But recent botnets even change the C&C
domain names more than IP addresses [5], [6]. We called these
kinds of botnets multi-C&C botnets.

The multi-C&C botnets attempt to connect multiple domain
names so that the connection failure one server will not stop
working, and it is not only for C&C servers, but also for spam
template servers, information update servers, infection servers
of other botnets for cross-infection, and so on. In terms of
botnet quarantine, the use of multiple domain names increase
the botnet survivability. The survivability is caused from the
mobility and redundancy of botnet related server including
C&C. Against the botnet quarantine techniques such as DNS
sinkholing, the multi-C&C botnets have stronger survivability
based on redundancy.

In this paper, we proposed a simple but practical tracking
mechanism to defend multi-C&C botnets. By tracking DNS
queries from a botnet, we monitor the flow of queried domains
of the botnet. Finding the set of multiple C&C, cross-infection
status, and other distributed servers is a significant condition
for detecting regeneration attempts and measuring survivability
of a botnet. The tracking approach from the well-known
information toward unknown is one of the basic investigation
approaches in the real world, and we apply it to track the
relationship among the domain names starting from blacklisted
domain names and infected clients.

For measuring the reputation of each domain name, we
use two categories of features target domain names have,
which are sequential relationship and statistical commonness
with the known malicious domain. The first challenge of
tracking unknown malicious domain names is to distinguish
malicious domain names from the legitimate. The second one
is to consider unexpected environments of bot infected clients.
From the observation of known botnet activities, we obtain the
statistical and sequential difference. In the part of observation
and experiment, we show the result of our observation with
the botnet related domain names tracked from the test data set
which is captured from a real network.
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II. RELATED WORK

DNS has been considered as a monitoring place to detect
botnets. In comparing with other approaches, DNS monitoring
has had advantages against encrypted protocols and change of
traffic behavior. On the other hand, the DNS based approaches
have shown disadvantage against P2P based botnets. With
considering portion of centralized botnets on wild, the DNS
based approach might take majority and can be cooperated
with any other approaches.

In the study with the concept of the set of clients of
a domain name, Choi et al. [3] observed group activities
on DNS traffic distinct from legitimate users, and measure
the similarity of DNS clients of each domain names with
quantitative likelihood. The approach is countered by recent
multi-C&C botnets which separate their domain names.

Villamar et al. [2] proposed a Bayesian method to detect
botnet based on the DNS traffic. In their study, known botnets,
mutation of the botnet, and their fluxed domain names can be
detected by their similarity of DNS traffic, however, the result
is affected by traffic noises from background traffic because
there can be a similarity on a famous domains with high
possibility. In our study, we applied the sequence of queries
to the concept of the DNS traffic similarity. The concept
of sequence may enhance the performance by applying the
previous studies.

Guofei et al. [7]’s work focused on the spatial-temporal
correlation and similarity of botnet activities to detect C&C
servers. The approach was also based on the pre-programmed
activities of bots, and the property is hard to break. Their
work can be applied to the multiple C&C condition without
no big change, if it takes an appropriate policy of botnet
classification to multiple C&Cs and domain-flux. This
approach based on spatial-temporal correlation and similarity
might be able to applied to the other type of servers that
botnets try to contact over C&C focused on their work.

There have been several studies applying the graph
structure for detecting botnets, and in the study of Shishirat
et al. [8], they attempts to distinguish botnet communication.
The graph approach they took on to structure and represent
communication relationship between hosts. Their approach
shares several concepts with this study. But, because of their
focus and target data, the type of botnets in their coverage is
mainly P2P.

John et al. [9] showed valuable analysis result on their
work with their own system. Though observation result
might have a limitation of artificially generated botnet traffic,
their approach and concrete analysis of active botnets are
applicable as a basis data to proof properties of botnets.

III. MULTIPLE DOMAIN TRACKING SYSTEM

To detect unknown and mutated malicious botnet domains,
we propose the multiple domain tracking system based domain
reputation. The reputation of a domain is estimated from the
commonly appeared DNS behavior of botnet infected clients.
The clients which are infected by the same bot have the same

Fig. 1. The conceptual diagram of multi C&C botnet tracking system

set of C&C domain names, at least a hub domain, to connect
and the same query policy. For each bot of a botnet has own
C&C domain names, or rarely shared domain names, a bot-
master must manage all of the bots and their C&C domain
names, and it is impossible without a hub domain. If there are
any shared domain names including the hub, our mechanism
tracks the other domain names and the botnet members.

Figure. 1 shows the conceptual diagram of the tracking
system. In our system, the reputation of a domain is de-
termined from two factors, statistical similarity with known
malicious domains, and common sequential query pattern to
known infected clients. Therefore, the system has two analysis
module, statistical analysis and sequentiality analysis. The
statistical analysis measuring how many clients a domain share
with the malicious domains, and the sequentiality analysis
track the sequential relationship among domains, The output
of the statistical analysis is the number of shared clients and
chained queries between two domains. And the output of
the sequentiality analysis is sequence graphs which represent
contacted domains by the clients.

By to composite two outputs of analysis, we get a set of
domains which have high statistical similarity and the query
behavior of the shared clients upon the domains. In Figure. 1,
the composite result of two analysis is represented by a domain
relation graph. Using the statistical data, the system verify the
more common sequence of botnet clients and less common
sequence of the clients.

A. Statistical Analysis

The first method is measuring statistics of DNS queries.
Comparing with many other statistical tools for DNS traffic
analysis, our system measures the statistics for estimating
reputation of domain names. The statistical characteristic of
some known botnet is distinctly observed because of their
programmed and repeated queries. In terms of botnet recog-
nition, each different botnet shows a different pattern with
other botnets. One of the common features of known botnet
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TABLE I
STATISTICAL FACTORS FOR THE ANALYSIS SYSTEM

Symbols
𝑞𝐴𝐵 A sequential query of domain name B after A
𝑄𝐴𝐵 Set of sequential queries 𝑞𝐴𝐵

𝐶𝐴𝐵 Set of clients queries a sequential query A, and B
∣𝑄𝐴𝐵 ∣ The number of sequential queries (A, B)
∣𝐶𝐴𝐵 ∣ The number of clients queries query (A, B)
𝑊𝐴𝐵 ∣𝑄𝐴𝐵 ∣/∣𝐶𝐴𝐵 ∣

compared with legitimate domain names are relatively high
density of queries. The large amount of legitimate domain
names on web service shows obviously smaller density than
other services. Basic statistics factors and symbols what the
system check in the traffic are the values listed in Table I.

A set of related domains showed similar values in the factors
in the both of legitimate domains and botnet domains. It is
caused from sharing of clients. Distinction of the legitimate
domains and botnet domains can be achieved from the follow-
ing condition. A client set of a large and famous legitimate
domain may contain a large portion of botnet infected clients,
but they have a lot of non-infected clients also, then it is hard
to have the similarity on clients even though botnet infected
clients queries the legitimate domain. Oppositely, if a large
portion the clients of a legitimate domain are contained in a set
of infected clients, the legitimate domains should be doubted.
It is surly possible to some clients contact a same domain
but is not that any few legitimate clients do not contact, if the
legitimate domain has legitimate condition to the every clients.

B. Sequentiality Analysis

The second method is measuring temporal relationship of
domain names. A bot shows programmed behavior on DNS
queries. This approach is started from repetition and common-
ness of programmed queries. If multiple domain names are
queried by a set of programs regardless whether it is malicious
or not, it shows commonness on the order. We estimate the se-
quence of queries and the repetition of the sequential queries.
𝑊𝐴𝐵 stands for the repetition of the sequence between A and
B. And ∣𝐶𝐴𝐵 ∣ stands for the commonness of the sequences
that queried by number of clients.

To consider the possibility of unexpected behavior between
programmed queries by a human user or another programmed
queries, we cumulate the sequential activities and filter the
relatively rarely occurred sequences. Consequently, to make
noise into the result, a significant numbers of infected clients
must have same legitimate program which makes DNS queries,
or an user who works like a program. Properly, programmed
and regularly queries to a legitimate domain for noising is
considered as a related domain because it is also one of the
botnet behavior, and randomly queried legitimate domains by
a botnet is omitted remaining malicious domains. In con-
trast with statistical result, representing sequential relationship
among numbers of domain names is complex and too large in
a simple list or a table. In our system, we adopt graph structure
to represent and analyze this concept. Figure. 2 is a pseudo

Fig. 2. An algorithm for constructing a sequence graph from a given DNS
traffic

code of the sequence graph generation.

∙ Graph Structure
Sequential relationship among domain names is
represented on a directed graph. Each domain name
as a node is connected with links if two nodes have
sequential relation. A sequential query 𝑞𝐴𝐵 links node
A and B with a directed edge. At each edge has ∣𝑄𝐴𝐵 ∣,
∣𝐶𝐴𝐵 ∣, and ∣𝑄𝐴𝐵 ∣/∣𝐶𝐴𝐵 ∣ as internal data. And each
node has statistics of own domain name as node values.

∙ Graph Filtering
To refine the regular behavior of clients from a domain
relationship graph, we filtered the graph according to
statistical values that each nodes and edges has. The
filtering thresholds of node and edge values are dependent
on analysis purpose and monitoring time slice. Lower
threshold remains less related domains and the higher
remains only a few strongly related domains only. In our
experiment, we set the edge values as the average query
frequency per an IP, 𝑊𝐴𝐵 , and perform graph filtering
with threshold 20 to data set both of 𝑇𝑚 and 𝑇𝑛.

Figure. 3 is an example of tracked botnet domains from a
real traffic. At the first step, sequence graphs are constructed
from the queries from clients. At the next step, for measuring
repetition and commonness of sequential queries, we make
a domain relation graph by cumulating the sequence graph
of each client. This domain relation graph shows entire
relationship of queried domains from clients. In the example
case, every client contact known malicious domains, and
they share unknown domains which is connected to known
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Fig. 3. Tracking example case: Three botnets and related domains

domains. At last step, the filtered graph is made from the
domain relation graph by removing edges and domains with
edge weight threshold. In the example case, we remove the
edges which have weight less than 2. After the filtering, the
filtered graph are separated to several components for each
botnet or for a strongly related set of botnets.

In conclusion, the sequential analysis system distinguishes
regular queries and random queries by cumulated behavior,
and botnet related domains and normal domains by the
reputation of their clients started from black list domains.
A domain relation graph is structured by cumulating the
sequence graphs of each client, and the relation graph is
separated to botnet components by graph filtering. The
domain relation graph shows overall relationship of domain
names contacted by infect clients, and the filtered graph
remains strongly connected relation which have high average
query frequency and client share.

IV. EXPERIMENT AND OBSERVATION RESULT

In this part, we discuss the experimental result of the
proposed mechanism tested on the DNS traffic of the real
network, analyze the topological and statistical characteristics
which observed from some botnets and tracking abilities of
our mechanism.

A. Experiment

1) Data Set: To show our tracking mechanism working
well, we did experiment with DNS traffic captured on a real
network. We had continuously captured DNS query traffic in
front of a DNS server working on large sized network for two
weeks. The DNS traces have near ten million of queries, one
million of distinct domain names, and two hundred thousand
of IP addresses per an hour in the daytime. As sample cases,

TABLE II
STATISTICAL SIMILARITY OF BOTNET DOMAINS

Name ∣𝐶𝐷∣ Disparity ∣𝐷∣ 𝑊𝐷

𝑋𝑒𝑚𝑎(𝑇𝑚) 3K 0.1% 2 0.2K
𝑋𝑒𝑚𝑎(𝑇𝑛) 7K 1% 2 0.2K
𝑇 𝑖𝑘𝑎𝑦𝑏(𝑇𝑚) 47∼ 50 4% 3 1.0K
𝑇 𝑖𝑘𝑎𝑦𝑏(𝑇𝑛) 216∼223 1.3% 10 2.0K
𝑃𝑖𝑙𝑙𝑒𝑢𝑧(𝑇𝑚) 40 0% 3 1.0K
𝑃𝑖𝑙𝑙𝑒𝑢𝑧(𝑇𝑛) 56∼73 14% 3 2.0K
𝐶𝑜𝑛𝑓𝑖𝑐𝑘𝑒𝑟(𝑇𝑚) 263∼307 10% 219 1.2K
𝐶𝑜𝑛𝑓𝑖𝑐𝑘𝑒𝑟(𝑇𝑛) 422∼690 24% 245 1.2K
𝐿𝑒𝑡ℎ𝑖𝑐(𝑇𝑚) 4 0% 9 0.6K
𝐿𝑒𝑡ℎ𝑖𝑐(𝑇𝑛) 7 0% 9 0.3K

we chose two sets of traces for detailed analysis, which were
captured at midnight and noon. In this part, we call the two
data sets as 𝑇𝑚, and 𝑇𝑛. 𝑇𝑚, the data set of the midnight,
has just one third amount of queries as 𝑇𝑛 has in the same
duration. 𝑇𝑛 has two hours of DNS traces, and 𝑇𝑚 has six
hours of DNS traces. Though the two data set set similar
number of queries, IP addresses and domain names of each
data set shows different volume.

2) Statistical Analysis: At first, we measured statistics on
𝑇𝑚 and 𝑇𝑛 in terms of the client set. At the result, related
domains showed similar values in every factors in the both of
legitimate domains and botnet domains. Table II is statistics
of known botnets in 𝑇𝑚 and 𝑇𝑛. A botnet which has enough
clients shows stableness on the number of clients and few
disparity of client members among domains. In the case of
Conficker, it has large gap between most and least cases, but
each domain has just one or two gaps with close domains.

3) Sequentiality Analysis: The experiment of sequential
analysis is also performed with data set 𝑇𝑚 and 𝑇𝑛. The result
of the sequential analysis is represented by a graph. Among the
numerous components, we started to track the botnet related
domains from a component which has a known botnet domain.
We could extract near twenty components of known botnets
from the three hundred of components. To visualize the graph,
we used a graph tool Pajek [10]. Figure. 4 is visualized known
botnet domains with their sequential relationship. We got a
large component which connects several botnets domains and
incidently linked domains without graph filtering. To remove
incidental data, we set the query count filter to the graph. We
will discuss about the graph filtering in the next part.

Topology of traced components showed a strict line, poly
connected, or a particular shape. From this experiment, we can
check the related domains what drove users to the malicious
domains and where users driven after then. In some compo-
nent, we can also find that there is an entrance domain what is
in front of a set of domains which have complex connections.
A strict sequence of queries shows a line, but in some cases,
it makes a ring when the sequence is repeated from the first
domain. By a repetition of the sequence, some component have
a outer ring started from a domain. In a observed case, the
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members of the ring was sequentially queried advertisement
domains, and it was started from a botnet domain.

According to the particular features of each botnet,
they are shown in different topology. For example, Tro-
jan:Win32/Lethic.B shows a line topology with its multiple
C&Cs. And the Conficker and TrojanProxy:Win32/Tikayb.A
shows randomly queried and fully connected component with
a several entrance domains. Trojan-Downloader.Win32.Piker.jk
shows a bridge-like topology between two botnets, and has
obviously high edge weight between their own domains,
compared with other part of the component.

B. Observation and Analysis

From the experimental result, we could find the known
botnet domains and their clients. Starting from the
infected clients, we performed the botnet tracking with
the experimental tools. As a result, we could make some
groups of domains which had multiple C&C domains as their
members, and some other groups that has some kinds of
distinct botnet domains within one group. In terms of graph
topology, related domain names made statistically similar
links and they would be a component by graph filtering.

The most important observation results gotten from the

Fig. 4. The sub graphs for botnet domains from the data set 𝑇𝑚

component including a known botnet domain are a list of
multiple C&Cs and a list of related malicious domains where
drive users to the infection domain of the botnet by phishing,
and also where redirect users to illegal advertisement domain
or an infection domain of another botnet.

1) Known Botnets: The sequential analysis is starting
from already known botnets in black lists. Even though many
of them are on the black list and isolated by DNS sinkhole
systems, some infected clients continuously try to connect
to their C&C and generate DNS queries. From the DNS
traces of known botnets, we can get the two information
immediately, a set of bot-infected clients, and additional

malicious domain names from the infected clients. From the
basic approach of our mechanism, the sets of clients are
connected with commonly queried domain names, and the set
of domain names are connected by shared clients. From the
test DNS traffic and currently updated black list, we could
observe tens of clearly appeared known botnet domain names
within both of thirty minutes and a few hours of DNS traces.

Within the list of known botnets, the statistically abnormal
behavior of the domain names of Win32/Tikayb.A has been
observed before December 2009, but they registered on
the public blacklist near February 2010. Domain names of
Conficker has also been fast-fluxed, and many of them are
not in the blacklist.

2) Group of Botnet domains: A group of botnet domains
are structured by mainly two reasons, multiple C&C domains
and cross-infected clients. From the component of known bot-
nets, we could recognize several group of cross infected clients
which make links between two different botnet domains. In
many other cases of the domain groups, the member domains
were multi C&C domains of one same botnet.

The number of multiple C&C is represented as the size of
graph in the sequential analysis. The graph shows a subset of
entire list of C&C domains in a short traces, but it increase
along with the trace time length. For instance, Win32/Lethic.B
and Win32/Alureon.gen!U have tens of multiple C&C domains
but not fully appeared in the short observation. In another
case, Win32/Tikayb.A shows lots of member domains, but it is
changed in each trace time. Moreover, the infected clients of
the botnet infected by another botnet whose domain names is
not on the blacklist.

Figure. 5 is the domain relation graph of data set 𝑇𝑛. The
graph shows entire domain names including advertisement
and spamming domains connected with botnet domains. The
botnets in the graph are related to hundreds of domain names
including other botnets. The width of edges on the graph shows
weigh of each edge 𝑊𝐴𝐵 . In the center of the graph, botnet
domains are connected to malicious domains such as phishing
domains, and malware infection domains. The two sets of
cycled nodes mainly observed at the lower side of the graph
are mainly gambling and adult domains.

C. Discussion

From the observation results using our tracking mechanism,
we could find the two evidence of botnet survivability. multiple
C&C and cross-infection. Many of the distinct domains of
botnets were well-known by anti-virus vendors and security
agencies. But their cross-infection domains are not so well,
and additional illegal domains which harass the users of the
infected clients are not dealt with the botnet related malicious
domains. In addition, a botnet which is regenerating new
C&C domains on time, and it should be tracked continuously,
not limited on onetime snapshot and blacklisting.

For the real-time analysis on the ISP level DNS, the time
complexity of the mechanism is one of the challenges. The
time complexity of major graph construction algorithm is
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Fig. 5. The graph of malicious domains including botnets taken from 𝑇𝑛

based on the amount of queries within a pre-defined unit
time . For 𝑁 of DNS queries, 𝑁 times of graph searching
and modification is performed. The searching on the graph
with the hashed node identifier takes constant time and
their addiction and modification also takes constant time.
Therefore, the time complexity with 𝑁 queries is 𝑂(𝑁). The
hashed map for a graph management has an advantage for
time complexity but requires space complexity instead.

Another important problem is keeping the privacy of
clients. The graph structure of our method enable to keep the
anonymity of client activities from recording and identifying.
The method recorded and analysis only the statistics and the
sequences of domains to the graphs. During the analysis and
tracking time, there are no recognizable relation between IP
addresses and domain names. Practically, our tracking method
does not be effected on the result with IP anonymized DNS
logs and traffic if it keeps distinctness of clients.

V. CONCLUSION

Recent botnets are increasing their survivability against
detection and quarantine methods. In this paper, to respond
these evaluation of botnets, we proposed a tracking mechanism
of botnet domains and clients focusing on the botnet related
domains as a factor which increases the botnets survivability.
The proposed multi-domain tracking mechanism based on
domain reputation analyzes the statistical and sequential
behavior of DNS clients to classify botnet related domains.
In our experiment performed with a DNS trace data captured
from an ISP DNS, the tracking mechanism shows the
statistical and sequential similarity among the known botnet
clients and unreported relationships among suspicious domain
names and botnet domain names. The major contribution of
this study is expansion target area to the indirectly related
domains out of C&C domains that the prior botnet detection
mechanisms focused on by connecting multiple domains as
one component of domains and gathering the distributed
activities of botnet members.
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