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2 FHFG0E AY A F3 79 £ EE(310), 1+ A ¥3 719 £
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A WA DA 7k 3 BEB10), BE A F3 7 5 2E(320), v7F
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diff --git a/tensorflow/core/ops/array_ops.cc
b/tensorflow/core/ops/array_ops.cc
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- a/tensorflow/core/ops/array_ops.cc
+++ b/tensorflow/core/ops/array_ops.cc

= S R O

168,7 +168,7 @2 Status TransposeShapeFn(...) {
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for (int32_t i = 0; 1 < rank; ++i) {
int64_t in_idx = data[i];
if (in_idx >= rank) {
+ if (in_idx >= rank || in_idx <= -rank) {
return errors::InvalidArgument(“perm dim ",
in_idx, " is out of range of input rank ",
rank);
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Algorithm 1: Algorithm for Collecting Security Patches

1
2
3
4

-

12
13
14

15

16

Input: v, ¢, R

// V: Vulnerability, C: CVE info
page,

// R: Repository reporting V
Output: P

// P: Security patch for V

procedure ExtractingPatch( v, ¢, R)

Ref « References( V, C)

for URLin Refdo

if (“git” in URL) and {“commit™ in URL)
then

// Collect P with direct

| P« Crawl( URL)
else
// Collect P with indirect
patch links
if GitURLin Visii( URL)then

| B« Crawl( GitURL)

else if Hin Visitf URL) then
// H: Hints for detecting
patches (e.g., Commit ID
or Bug ID)
for Cc,inRdo
// Cm: Commit
P < GetPatchCommit( Cp,
H)

// Collect P with invisible patch
links
for C,inRdo
if “CVE-20" in Cpthen
if (IsControlFlowChanged( Cp) or
IsSecurityAPIChanged( C,)) then
| P+ Ca

return P
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JECVE-2020-14147 Detail

600 — | Current Description

An Integes overflow In the getnum function In fua_struct.c In Redis before 6.0.3 alfows context-dependent attackers with permission to run Lua
code In 2 Redis session to cause a denial of service (memory corruption and application crash) of possibly bypass intended sandbox
restrictions via a large number, which triggers a stack-based buffer overflow. NOTE: this issie exists because of & CVE-2015-8080 regression,

References to Advisories, Solutions, and Tools

DL/ /TISts.OpENSUSe.ONg JOPERsUSE-SECUTILY ANNOUNCe/2020-07/msg00058 htmi
610 —H nttps//github.com/antirez/redis/commit/el Toadde] cca2f25000685573d 1bcaga48819571 | I Potch Y Thid party Advisory
hitps//github com/antirez/redis/pull /6875 m
hitpa://security gentoo.org/glsa/202008-17 Third Party Advisary
hitps://wwwcdeblan.ong/security/2020/dsa 4731 [ Third Purty Advisory |
hitps://www.oracle.com/security- alerts/cpujan202 L html [ Third Party Advisory ]

700 v i 10 mmmmE ceps/lus/srcslus_struct.c (O
o3 $8 -35,12 85,14 88 typedef struct Neader |
" L } Header;
R 0
1 - static int getoum (const Char **fat, int af) {

92  « static int getrum (JNRSESRE PL,) const char **fet, int of) (
} igit(**fut)) /* no number) *

of; /* return default velue *

= B LR H
s . 1F (o > CINT MAX 7 10) |] & * 18 > (INT_ X - (**fmt - “0')))
o . lual _error(l, “integral size cverflow®);

58-54



2022-10-25

[= 5]

600 —~|Depth 0) CVE | CVE-2020-14323

800 —|Depth 1) Reference link
https://bugzilla.redhat.com/show_bug.cgi?id=1891685

2020-11-06 123853 UTC Comment &

Upstrean patches

samba-4.13.1

pe://git sanba.org/To=sanba.glt iasconn |t iN=C05ad91 ¢ 41 E2dd MndIT
htty glt samba.org/Tpssanba.glt azcomn it i h=0b258 482700 de 44 1 S4E0%
-—810
sanba-4.12.9
https alt wba.org/7p=sanh gitie=commit. n=t1 ]

t1tos glt sanba. org/Tp=sanba.git .azcomn |t h=d0ca

Commit
URLs

sasba-4,11.15
http git sanba.org/Tp=sanba.git .a=comnit
htps glt samba.org/Tp=sanba . git ascomit;

70—~ |pepth 2) Patch commit

di1Y <9It afsourcal/vindindt/vindindd. lookussioe . ¢ B/sourceld/vinbindd/vinbindd. (ookuosion . ¢
Indee E2R051a10!  4205100610f 100544
= Weour cad/u|nb indd/vird Inod_lookuss ide ¢
sor D/eourced/elnd I ndd/e rdinds. lookupeids. C
00 47,7 +£7.7 OF steunt tevent req »oindindd_lockuss (ds send! TALLOC CIX spma ctx,
CERLG(S, (" lookussida®n’)):

i1 (request ->extra_len == 0) |
tevant g deve({real:
tevent regaturrariren, NTSTATUS. (NVALID PARANETER) ©
ratyrn tevest reg postireq, ev).
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800 —

Depth 0) CVE | CVE-2020-11655

Depth 1) Reference link

https://www3.sqlite.org/cgi/src/info/4a302b42c7bfSell

Comment: In the event of & semantic &rof in an aggeegate query. sarly-out the resstAccurnulaton) function to prevent
problems due 10 incomplete or incorect initlalation of the Agginfo object. Fix for ticket jaMSSEbbSe 5008

Downloads: Tarball | 218 aech A archiv
Tmelines: 1 ancestons | de dants | both | B trunk

Fles: fles | e 3905 | okde — Hint for 820

SHAZ-256; D 4a302042¢ THISe 1 1dAb 52 29 T 4aba 307 d 2a Te P D1 BAsbLO2852177 244

User & Date: < on " d patch commit
Other Links: s

Depth 2) Patch commit

In the event of a semantic error in an aggregate query, early-out the Browse fiies
resetAccunulator() function to prevent prcblems due to Incomplete or

incorrect initialization of the Agginfo object

Fix for ticket [afas5ebesciasces)

Hint retrieved from
patch commit

FossilOrigin -Nase: 22302042¢70F5e110005522¢a999¢T4a002978127e001 01822000285 2F 772442

P mater
© version-3.382 Magcr - rnledee
drh committed on 3 Apr 2020 1 pacent 407 wnlt cA1S4010070 1480040k 1700580 202¢ 3C8CT 1N
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900 —

187 souson

sring whitespoce Wi

It you can modify the string

char “trimfitespece(char *str)
178 » . e
y char “end;

Trim leading space

L6(%tr == 3) ALl spacen?
return str;

return str;

)

whila(isspace({{unsipgned char)®str)) stres;

Tris tralling spece

ond & 3t ¢ atrimnistr) - 3

shile(end > str 88 Lsspece(lunsigned char)®end))
Nrite new null terminator charecter

end[1] = V0

How do | trim leading/trailing whitespace in a standard way?
Is hofo a diean, preferably standard mothod of rimming leading and traling whitespace from a
stnng in C7 I'd roll my own, but | woukd think ths 1s a common problem with an equally common

j Description
921

92
Code snippet

e

12 @Rap There's nothing mbmrently wrong with returming a difforent address from the one thist was passed in
Theoe's 1o reguremaent haro Shat the relumed vislus be a vald amgument of the free() functon. Outs the
COPONe ~ | dosigned iz 10 avaxd he Noed for memory allocalion ke oicency. i the passed In sddress
was allocated dynamically, then tha caller = silll responsibies for freemg that memary, and the caler needs 1o
Do aure Not 10 overwrite hat vidue with the vake retumaed hero

You have 10 cast the argurnent for {sspace 10 unsigned char  Olhorwise you nvoke undefined bohavio

=910

Question

J1

-—920
Answer

-—930

_ Comments

(=

8]

XH Xl 83(direct patch link) 0l 71=5101
GIOIE AA2LE S0 HXE +&0k= S

— 5100

28 TA @3 (indirect patch link) 0l 71=5104
Gl0IE AA29H 2O HXIE £

—— 5200

HI2tAl Tl @(invisible patch link )0l
JIZ5101 HOIE AA29H 20t IKE +8

—— 5300
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