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Message Hooking Function

API Hooking Function
File, Registry Write Function

Network Send Function

Web redirector

To connect to the website using a

web browser

Connecting function of web

browser helper module

Packet sniffer

Generating TCP, UDP packet event

TCP, UDP send function

Password stealer Making web login situation Edit control function
Popup Timer event Creating popup  windows
advertisement function
Start page Changing default start page on web | Writing to registry function
browser (It should be wused the
parameters of function call)
Dialer Turning on and off continuously | Connecting functions that used
modem status for the modem.
Collector To connect to the website using a | Edit control function
web browser and surf Internet URL control function
‘Web connection function
Link creator To connect web site among history | File write function

database

Malicious Toolbar,

BHO

Turning off toolbar and BHO on

web browser

Modifying registry function
(It should be wused the

parameters of function call)

Holding Timer event Registry function
configuration (It should be wused the

parameters of function call)
Start programs To remove one from auto start | Registry function

extensibility  points  list  of

operating system

(It should be wused the

parameters of function call)
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