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[= 3]
INPUT P1 Vulnerable function syntax
E——E&
- { Preprocessing | 1 P
|\__¢‘l’;} 1 [ - -. L—j
CVE ID Collecting patch and repository Range Ideint'ﬂcauun
]
SECI.I,Ifit';.I' Vu Inerabllefpatched Software Vulnerable VEil'siun detection
tch functiol it
pa:l:: o il repoiz . Vulnerable vers[iun (by function)
Vulnerability ( Function Lineage Tracking | P2 Combining function ranges
database |
Semantic pair generation ——za OUTPUT
l -
g 'l.l'u]nérahle P Ib:h k) - [version x — version y]
semantic pair semantic pair CVE ID
Repository * > Vulnerable version range (CPE)

Semantic pair-based function analysis —
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| // CPE  : cpe:2.3:a:1ibtiff:1ibtiff:4.0.T k:kikik ik kik
2 // Commit: 92a722a69e035ee70ff5c41541c8c61cd979904018

3 // Path : libtiff/tif_dirread.c

4 // Index : 3eec79c9d..570d0c327 100644

5 static void ChopUpSingleUncompressedStrip(TIFF* tif) {

ﬁ.l

-
8

9 ..

1]
3

B2 o

I3
14

uint64 stripbytes;
uint64 rowblockbytes;

if (rowblockbytes > STRIP_SIZE DEFAULT) {
stripbytes = rowblockbytes;

if (rowsperstrip >= td->td_rowsperstrip) {
return;

I5 - nstrips64 = TIFFhowmany_64(bytecount, stripbytes);
16 - if ((nstrips64==0) || (nstrips&4>0xFFFFFFFF))

17

return;

I8 - nstrips32 = (uint32)nstrips64;

19 + nstrips = TIFFhowmany_32(td->td_imagelength, rowsperstrip);

o + if ( nstrips == 0 )
I + return;
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= 5]

1 static void ChopUpSingleUncompressedStrip(TIFF* tif) {
2w
3 uint64 stripbytes; . (the Cﬂég}liﬁsgi?;;?;&gﬁsm "
4 uint64 rowblockbytes; e
A -
6 if (rowblockbytes > STRIP_SIZE DEFAULT) { data™.
7 stripbytes = rowblockbytes; Wt data
8 wan - ine,
9 if (rowsperstrip »= td->td_rowsperstrip) { <.
10 return; beneEy, x
11 nstripsé4 = TIFFhowmany_64(bytecount, stripbytes); %
(1) Essential line (the code line highlighted in red)
[= 6]
Walidation HCVEs NVD | VOFinder [11]
method Precision | Recall | Fl score || Precision | Recall ] Fl score
Reproduction 103 0.8627 (0.8712 | 0.8669 0.9973 | 06645 | 0.7976
Author sites 54 0.8913 08612 | 0.8759 09129 05158 | 0.6592
Code review 1,345 08126 | 0.8566 | 0.8340 0.9450 | 05647 | 0.7070
Total || 1502 || 08189 | 08577 | 08379 || 09474 | 05698 | 0.7116
Validation || 4 yr ; v-522 [10) CLOVERY
method 5 Precision l Recall [ Fl score || Precision [ Recall I F1 score
Reproduction 103 ? 0.9781 0.6753 | 0.7990 0.8837 09759 | 09275
Author sites 54 || 09212 | 0.7292 | 0.8140 0.7302 | 09245 | 0.8160
Code review 1.345 i 09182 | 0.6258 | 0.7443 0.9781 | 09894 | 0.9837
Total || 1,502 || 09224 | 0.6329 | 07507 [ 09627 | 09862 | 0.9743
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—l_——p Versions

T1: Start version differences
(NVD < CLOVERY)

_ P, oons

T3: End version differences
(CLOVERY < NVD)

2025-09-24

— e  , Versions

T2: Start version differences
{CLOVERY < NVDY)

— [, versions

T4: End version differences
(NVD < CLOVERY)

_ -—b Versions

T5: Intermediate version differences

[] Range of NvD [ Range of CLOVERY

[= 8]

Type Description

#CVEs Ratio

Tl

Start diff. (NVD < CLOVERY)
Start diff. (CLOVERY < NVD)
End diff. (CLOVERY < NVD)
End diff. (NVD < CLOVERY)

578
325
194
357

58.62% (578/986)
32.96% (325/986)
19.68% (194/986)
36.21% (357/986)

T2
T3
T4

TS

Intermediate diff.

184 | 18.66% (184/986)

7006

6000 |
5000 |-
4000 |-
3000
2000
1000

Elapsed time (s)

%) 5e8

1686
CVEs
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