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A, FOE d2v)E dE B0, FulA T olEAo] nAEE FA EA X ZA, PCS(Personal Communication
System), GSM(Global System for Mobile communications), PDC(Personal Digital Cellular), PHS(Personal
Handyphone System), PDA(Personal Digital Assistant), IMT(International Mobile Telecommunication)-2000,
CDMA(Code Division Multiple Access)-2000, W-CDMA(W-Code Division Multiple Access), WiBro(Wireless
Broadband Internet) @4, 2WtE E(Smart Phone) T3 Z& EE T79 W= =(Handheld) 7]¥ke] FA4

24 A2 23 ¢ k. £33, AFHE dF S0, ) Ba$-ANEB Browser)7F HAE =EL, Hi

& (desktop), & (laptop), EHIEZ PC, £olE PC 52 X3tg 4 Qtt.

T 18 B3 WELAI0E doe E4UY Axm3ERRE FHd EAS Fdste ZEa(o]s,  ‘HA
A 22O o)l (A S At

W= (110)E slg T2 =g olyd tekst Za Ay 3 A3 4 gk, WRE(110)E A4,

ROM(Read Only Memory), PROM(Programmable ROM), EPROM(Erasable Programmable ROM), EEPROM(Electrically
Erasable Programmable ROM) ¥ Z#4] w22 (Flash memory)9t #& H|3|2HA wlkg] A%} w3 RAM(Random
Access Memory) ¥ & 3ty Wing] A wE= sl=r]Az =ebo| B (HDD, Hard Disk Drive), CD-ROM¥} &
A A F o= stz FEE § oy oo FAFA = FETh.
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2 0y A Arjde] mEW, ZRAA(1200F HAGH B4 T2 A m, o] EAUA ArFE
ZHEE AAE 22FEC st ZEEES BASE WA, BAE Z=EE UCdA dXAGRE VxR F
oF @ 2 HF A BHAE H HolHE AEFsE WA, BN 22F3E oA AEFE FH HolHE
JFHste] &8 Ao dFsls 2xE EF5ste WA 2 48 AHAA HSF AAAAY HARE VxE AA
2 "|2~E(Concolic testing)S F3dle] Ayl F=F2o] BAYAN L23E Uoa FHekHd ajgdst=x o
B2 A5 dAE Sy

FA5(130)2 Z2AA A o] dast AWE FHH dolEulo]2(132) 2 HE F£AS 4 Ut
T, FAF(130)= VEHZ BE S8 o5 FAE 2 Ve ANEIE TAE 5 Q).

F ok tlolgmo] ~(132) = 999 EAUY AxF:=, #iXx] AR, loje] BAUGe] HAH] A 27] A
FE(0riginal source code) AR %L FZHo] &&= & U&= HIH ARE AL = Advh. o, A A
HoEE X ARE AZE FkH BALA(100) AFE 5 i, HFd dolEMol=(132)% = 1]
EAE A g AZE] FHebd EAAX(100)9] ¥ FAY & U

A oo w2 FHeFdH dlolEMlo] 2= (132) v AU AxFIE, BAUVEY] V] Ax3E, diX] AR, HSHH
AHE AFE 4 Ao

ALY 27 A2FEE BAU A= X HY] oY dYY ArIEE gt EAGA)Y
27] A2FEE FHokd dolgHu|o]AE B3 AFAoR AFTE 5 AAL, X o8 HRHE J|xZ Fo] B
AOPd AxFER FESH AlTE TR AT

s JRE fx] Hd 2 9x oy FrF xS = Qv

=
S 3] 9% Fadolgz AHgd 5 v

HolEfHlo] A (140)& Aed ZTRAAM(120)9] T2 Agd ugl m=FE2S gAste dAE 34, EF
L (Bloom filter)E T3 B4E IZE=FES AT, dolEMo]A(140)E ZEFEWT ofugl Z2ZAA
Aol a3 tpekdt Zel doleirt AF"E 5 ok

FEAFA(150) & e Z2AA(120)9] 23 Ao uel AAY H2AygS FIdsts A Hay Ay
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[0037] olsfl At ® 2 WA & 8% Bl Byl o AAde] whE FHobd Ay 2 B el A

[0038] T 28 B dge] A A 2 AT Ee] FHekyd 4] W Uldt &AEelt. 2 W] o A
e AZEY FHobd BAM Wyl Z=FES BAge 9A(S210), HS A 2 HF dolHE HESE
AI(S220), FHSdolHZEEH 934 2 J= XH dGsls 245 FS5sE ©@A(S230), B2 FeFAS
VNEZE HAES T2aAs YA3E GA(S240) 2 AAYH 2SS F3ste o 1(5250)E xgaing

[0039] 2109 A= 19je] BAUY AAFIEZRE AAME AxFEC st ZEEES HA g

[0040] d oo Waw, 2109 BEAY A2AFE9 djd BEAgA AxmEo 27 AAFEE AHHoR v
slo] Z=F2S A8 4= Quh. olul, S210 @Al EXUY AxzmE F osd B AAFEo] 27
22 E7F FHE dolHMo] ~(132) 25 Aled + Atk

[0041] g2 o m2W, 210694 B U a2FEe) dix] ARE T FEE AU 27 223 E=E 8
stel m=IEe B & dvh. eolw, S210 SAIAM AU ansE 5 A GRoE AR dlelEH ol
2(132) 258 AFE 5 At

[0042] T 3 = 20 EAE ZEFES B AR 34E A dol wEt el sA=elt)

[0043] T 38 AAE AuEd, I=FES BAsE wA(S210)= A FskelE ©A(S310), EZ3stE w©hAI(S320),
FRE2FEE FASE BA(S330), Z=EFES FUsE GA(S340)E ¥3+E 4= k. S3109HAl= 40
A Ahame W BAYAY 27 A2FEE Aafslsi

[0044] dE Eo], EAYA A223= Yo EAstE BlofA7] A (non-ASCII character), EH L&A B0z Wl
ZFH(Redundant Whitespaces), AEAH(lower cases)$®} & (braces)Z W3HE BE EXE AAToZHN A9
BAGA ~2xmes AEd 4 ).

[0045] o, S3209AE AitstE BAU Axzs 9 Ayrsld 2] A3 E A7 29 IR BEE8
3},

[0046] oz, S330eAE EEstE BHUY 2235 s FAHeRE dA 49 ZY ettt FHoja E49 #
B AaxFIEE FAST. dE 5o ndoly A& &#toldS F3dl n-tokendh(n dole] EFSL) oA,
Hio SRmcs 14 3 £ g}

[0047] T 4e 4 do e fY A2mEE AYEy] 93 Tdolt. & 45 AAS AvEd, EEFHY JE E
91U (400)9] ZPFEFAe] F Ao)(410)E Hol7t 40 =S &EFo|d(window siliding)(412)E AF&3ted, 4-
token®] H49 F4 i~ IE(412)E FASHA
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td f(tl’t2’t3""’tl) <, Ao}t -710& Ax L &d}old (window silding) & AFE3FY] n-token( EZ3}) 3}

g ggo AT = l—n 7} FEAE, e SuaA(AEZSTY) f(ulvu%u?n-“aux)

rg

2

rJ

J

g

K
=)

[0049] Jeow S30EAE B
7] =

[0050] FARe=Z, 7EHo2 ¥ 9 prefixE AASL, - 9 prefixE F7IE FH A9 FUW LxIE
Jo 7F wkeF BEdstd 2AUNY 2] axFE f (Target source code pool)Stel]l Z3EH, FEFEo| &
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[0068] JHEAH(516) FAUY LT FHoH H FHofuolE 9} o] v HETTF A Holth. s ¢
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[0070] % 6% AAS Adum, oud £xm:=(600) B WelH Lsmsrl AdFE EAG10)E FAT F 9
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void function(char* strl, int a)

{
strl = readfile();
str2 = readnetwork();

ifla = 0)
{
Src = strl;
src2 = str2;
}
else
{
sre3 =strl;
sred=str2;
}

strepy(dest, src);
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CVE patch pool

CVE patch pool
Sre pool-3| (96102014, for C code)

Sre pool-2(9010.2014, for C code)

CVE patches
CVE patch pool
(2010-2014, for C code)|OS distribution

Target
Src pool-1

Ed10b
program CVE patch Tocation of the villnerability
Cmake-2.8.12.2 CVE-2010-0405.patch| /Utilities/cmbaipd/decompress.c:381

Firefox-28.0+build2 | CVE-2010-0405.patch| /modules /libbz2/sre/decompress.c:381
Thunderbird-24.4.04build 1| CVE-2010-0405.patch / pugins / pmrfe3164sd /pmrfe3164sd.:381
rsyslog-7.4.4 CVE-2011-3200.patch /plugins/ pmrfe3164sd /prrfe3164sd.¢:272
gegH0.20 CVE-2012-4433.patch| /operations/external /ppm-load.c:§7
linux-3.13( Linux kernel) ~ |CVE-2014-2581 patch net/ipvd/ping.¢:250
httpd-24.7(Apache) ~ |CVE-2011-3368 patch server [protocol 625
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EHI0c
# of # of # of
Version # LOC| reported | vulnerability | false
code clones|found /verified|positives
Httpd-2.2.23 350145 1 1 0
Httpd-2.2.24 350256 1 1 0
Httpd-2.3.6 209369 1 1 0
Httpd-2.3.8 210564 1 1 0
Httpd-2.3.11-beta| 219427 1 1 0
Httpd-2.3.15-beta| 226497 0 0 0
Httpd-2.4.1 223050 1 1 0
Httpd-2.4.2 223265 1 1 0
Httpd-2.4.3 223921 1 1 0
Httpd-2.4.4 226000 1 1 0
Httpd-2.4.6 233330 1 1 0
EHI10d
# of # of # of
Version # LOC| reported | vulnerability | false
code clones|found/verified |positives
Rsyslog-5.8.13| 78937 1 1 0
Rsyslog-5.10.0| 78259 1 1 0
Rsyslog-5.10.1 77811 1 1 0
Rsyslog-6.6.0 | 92448 1 1 0
Rsyslog-7.4.0 105324 1 1 0
Rsyslog-7.6.3 (111218 1 1 0
Rsyslog-8.2.1 (112711 1 1 0
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