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Abstract Broadband Convergence Network (BcN) is the network which unifies telephone
network, the Internet and broadcasting networks. Threats to each network can bring serious problems
in BeN environment since the whole network can be damaged by various types of attack. The purpose
of this study is to suggest the prototype of intrusion-tolerant network design of BcN to guarantee the
continuous operation of BcN services against malicious attacks. First, BcN service components,
selected by analysis of service time and coverage importance, are classified into three groups by their
type: server type, gateway type and hybrid type. Second, the necessity of applying intrusion tolerance
on BeN services is deduced by possible attack scenarios on BeN. Finally, we suggest the intrusion-
tolerant network design suitable to BcN, using hardware redundancy and secure policies. Also, we
present that the suggested network design can increase the intrusion tolerance of BcN.
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