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Legitimate
DNS - Anonymous - Continuous
queries - Regular

- Usually DNS

Botnet
DNS - Fixed Group
queries (little variation)

- Temporary
- Irregular

= Usually DDNS
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Insert-Query (Q,) Q, <— DNS Queries in t-1 and t

1 A < Array for Queries

2 FOR k=1ton

3 DN, < Domain name

4 IF DN, is not exist in A

5 insert(DN, A)

6 IP,,IPList < IP, IP List
7 insert(IF,, DN, — IPList)
8 ELSE IF IF, is not exist in (DN, — IPList)
9 cnt < size of (DN, — IPList)
10 (DN, — cnt)++

11 insert(/P,, DN, — IPList)
12 ENDIF

13 ENDFOR
End of Insert-Query

delete-Query (Q,)
FOR k=1ton
W, T <— Whitelist, Threshold
IF (DN, is notin W) AND (DN, —»>cnt >T)

1

2

3

4 blacklisting(DN,,BL) BL <« Blacklist
5 ENDIF

6

ENDFOR
End of delete-Query
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Detect-Bot-Query (Q,)

1 IF (DN, —>cnt)>T AND DN, already exist in BL (DN,,)
2 compare(DN, — IPList, DN,, — IPList)

3 N < number of same IPs between DN, and DN,,

4 IF N/(DN, — cnt) > a, a < Threshold

5 DN, is Bot domain name

6  ENDIF

End of Detect-Bot-Query
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