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Abstract

Botnet is the significant threat in the internet, which is the network of bot hosts infected by malware and is
controlled by remote attacker called bot master. In this paper, we reveal the characteristic of botnet by gathering and
analyzing the suspected network traffic. It is estimated that the observed traffic is from IRC botnet and P2P botnet
We reveal that it is easy to detect the C&C server in the former case, while it is difficult to grasp the structure of
the latter botnet with only traffic analysis.
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