Generic Unpacking Using Entropy Analysis
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Abstract

Malwares, such as bot, worm and so on, have become the biggest threat in these days. Attackers collect private
information and cause monetary damage by taking advantage of them. Recent malwares use packing, which is one of
code obfuscation mechanisms, in order to bypass an Anti-Virus program. It makes analysis and detection of malwares
harder and harder. This paper suggests a generic unpacking mechanism using an entropy analysis. Experimental results
show that measured entropy is changed during an unpacking process with a noticeable change of 2.5 or even 4 from
its initial value depending upon a packing algorithm. The suggested mechanism can be used for getting unpacked

original codes from various packed executables.
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Fig. 1. Flowchart of a generic unpacking mechanism
with an entropy analysis
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