ISSN 2383-630X(Print) /ISSN 2383-6296(Online)
Journal of KIISE, Vol. 43, No. 10, pp. 1173-1178, 2016. 10
http://dx.doi.org/10.5626/J0K.2016.43.10.1173

W (ol $8l) 2016WF SHU=2 HEICHS| At

HTML el +A1 & o] &3
29 AolE &3 253 T
(An Automated Technique for Illegal Site Detection
using the Sequence of HTML Tags)
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Abstract Since the introduction of BitTorrent protocol in 2001, everything can be downloaded
through file sharing, including music, movies and software. As a result, the copyright holder suffers
from illegal sharing of copyright content. In order to solve this problem, countries have enacted illegal
share related law; and internet service providers block pirate sites. However, illegal sites such as pirate
bay easily reopen the site by changing the domain name. Thus, we propose a technique to easily detect
pirate sites that are reopened. This automated technique collects the domain names using the google
search engine, and measures similarity using Longest Common Subsequence (LCS) algorithm by
comparing the tag structure of the source web page and reopened web page. For evaluation, we
colledted 2,383 domains from google search. Experimental results indicated detection of a total of 44
pirate sites for collected domains when applying LCS algorithm. In addition, this technique detected
23 pirate sites for 805 domains when applied to foreign pirate sites. This experiment facilitated easy
detection of the reopened pirate sites using an automated detection system.

Keywords: illegal site, longest common subsequence algorithm, pirate site, automated detection

technique, HTML tag
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Fig. 1 Technique overview
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Input :Two Sequence of HTML Tag
Output : Result of Similarity Measurement
Function LCS_Similarity(X[1..m], Y[1..n])
{
C =array[0..m, 0..n]
fori=0:i<=m;i++

// create array
// initialize array

C[i, 0]=
for j=0;j<=n;j++
Clo.j]=
fori=1;i<=m;i++ //LCS algorithm
forj=1;j <=n;j++
if X[i] == Y[j]
C[i, j] =C[i-1,j-1]+1
else

C[i, j] = max(C[i, j-1]. C[i-1, j)

return min(C[m, n] / m, C[m, n] / n)

}
ag 2 LCS frAke 37 EaEE
Fig. 2 LCS similarity measurement algorithm

html lang="..." dir=".. head m¢|z|
s} title> ... </title lmL lelf
‘meta name="..." content=""

1 From google search (B)

html | head | meta | title | link | meta
html lang="." dir="..." html il 1 1 1 1 1
class="..."> <head
meta charset="..." head | 1 2 2 2 2
e = meta | 1 2 3 3 3 3
.. </script J— -
title 1 2 3 4 4 4
seript | 1 2 3 4 4 4
seript | 1 2 3 4 4 4
From blocked site (A) meta 1 2. 3 4 4 5

Similarity = min (LCS(A, B)/ A, LCS(A, B)/ B)
=min(5/7,5/6)
=5/17

¥ 3 LCS A= &4
Fig. 3 Example of LCS similarity match
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F 1 Alexa 20159 89 239 71F 49 507 3% Ale]E
Table 1 Top 50 pirate sites on Alexa Aug. 23. 2015
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Table 2 Result of cosine similarity measurement (domestic)
Threshold (%)
50 60 70 80 90 | 9B
True Positive 44 44 44 44 44 | 44
False Positive 1400 | 1171 | 862 | 508 | 140 | 26
False Negative 0 0 0 0 0 0

# 3 LCS A= &4 A3 =)
Table 3 Result of LCS similarity measurement (domestic)

Threshold (%)

50 60 70 80 85 90
True Positive 44 44 44 44 44 43
False Positive 37 5 4 0 0 0
False Negative 0 0 0 0 0 1
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Table 4 Result of LCS similarity measurement (international)

Threshold (%)

50 60 70 80 85 90
True Positive 23 28 23 28] 22 22

False Positive 1 0 0 0 0 0
False Negative 2 2 2 2 3 3
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