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Abstract—Existing work on protocol state machine inference
focuses on modeling a single network-layer protocol at a time,
while considering its payload as raw data. Such a model lacks
information about how two different protocols interact with each
other. In this work, we introduce a novel black-box frame-
work, named Q3Fuzz, to model two network protocols together
and conduct multi-layered stateful fuzzing. Q3Fuzz constructs
the model based on observed network traces by treating the
underlying layer and its encapsulated payload as co-occurring
events. It then uses the model to direct both mutation-based and
generation-based fuzzing.

Q3Fuzz is architected for the QUIC-HTTP/3 protocol stack.
HTTP/3 is built on top of QUIC, a transport-layer protocol, which
was designed to improve performance. While QUIC operates
based on a loosely defined state model for individual streams,
its integration with HTTP/3 introduces complex behavioral logic
that single-protocol models fail to capture.

We evaluated Q3Fuzz against all 14 open-source QUIC-
HTTP/3 servers that have 500+ GitHub stars and discovered
17 vulnerabilities (15 previously unknown) across 7 different
implementations. The findings include critical issues, such as
server-crash bugs and low-rate Denial-of-Service vulnerabilities,
leading to two CVE ID assignments to date. In terms of code
coverage, Q3Fuzz outperforms the closest existing work, a grey-
box QUIC protocol fuzzer, by achieving up to 76.1% higher
branch coverage. We make Q3Fuzz publicly available to foster
future research

Index Terms—HTTP/3, QUIC, Stateful fuzzing, Network secu-
rity, Denial-of-service

I. INTRODUCTION

The internet is undergoing a foundational shift with the
widespread adoption of HTTP/3, the latest web protocol.
Standardized in June 2022, HTTP/3 leverages the QUIC
protocol [1] to deliver significant performance gains, such
as reduced connection latency [2] and the elimination of
head-of-line (HOL) blocking [3]. In particular, HTTP/3 dele-
gates features previously handled by HTTP/2, such as stream
multiplexing [4], directly to the QUIC transport layer. This
delegation resolves the TCP-level HOL blocking that troubled
the stack of the previous version [5] by integrating application-
level concepts directly into the transport mechanism itself.
Consequently, this has led to rapid adoption; HTTP/3 is now
supported by over a third of all websites [6] and handles a
growing share of global user traffic [7].
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The wide use of HTTP/3 makes it a high-value target for
attackers, especially given its architectural complexity. This
is not merely theoretical, as various real-world vulnerabilities
have emerged in the intertwined stack. For example, Sudhan
et al. [8] demonstrated that essential QUIC features such
as connection migration can be exploited to launch Denial-
of-Service (DoS) attacks [9] in HTTP/3 servers. Similarly,
Chatzoglou et al. [10] demonstrated that attack strategies
from legacy protocols can affect HTTP/3 servers, leading to
resource exhaustion via malformed frames or manipulated
stream parameters in the stack. These cases highlight that
subtle implementation flaws in either the QUIC or HTTP/3
layer can lead to severe vulnerabilities.

The fundamental difficulty in finding such vulnerabilities
stems from requiring testers to contend with two sophisticated
protocols simultaneously. In other words, this intertwining of
QUIC’s foundational stream state machine (SM) [1] with
HTTP/3’s application logic [ |]-[13] results in a multi-layered
behavioral model, necessitating a state-aware fuzzing that goes
far beyond simple stateless testing. To this end, a couple of
fundamental challenges need to be solved: handling the multi-
layer state interactions (@), which requires a model that cap-
tures transitions triggered by both transport and application-
layer data, and achieving high test coverage in a black-
box environment (@), which is crucial for testing diverse
implementations effectively.

Existing fuzzing methodologies for this stack are restricted
to the QUIC transport layer [14]-[16], failing to capture the
intertwined state transitions between QUIC and the HTTP/3
application logic. For a thorough analysis, we also discuss
the challenges faced by the recent work [16] and how Q3Fuzz
overcomes them. These challenges are ensuring input integrity
(@) to pass encryption checks, managing protocol non-
determinism ((@%)) to maintain state consistency, and mitigating
execution overhead (@) of target servers for efficient testing.
To address these multi-layered complexities and transport-
level hurdles simultaneously, we present Q3Fuzz, a state-aware
black-box fuzzing framework designed for the intertwined
QUIC-HTTP/3 protocol stack. Q3Fuzz operates in two distinct
phases: (1) State Machine Inference and (2) State-Aware
Fuzzing. This approach provides several key advantages:

« Holistic Modeling. The novelty of our inference process



lies in its multi-layer awareness. Q3Fuzz does not exclu-
sively cover the QUIC transport layer; it simultaneously
dissects and models the HTTP/3 application-layer frames
(e.g., HEADERS, SETTINGS) and their explicit mapping
to underlying QUIC streams. This methodology con-
structs a holistic model of the entire stateful interaction,
thereby directly addressing the core dual-layer challenge.

« Heterogeneous Analysis. Q3Fuzz transcends the limita-
tions associated with generic models by effectively ad-
dressing heterogeneous implementations [17], [18]. This
capability derives from adapting prior research [4], which
enables automated reverse-engineering of stateful behav-
iors specific to implementations. Consequently, Q3Fuzz
is proficient in identifying unique bugs that are frequently
overlooked by conventional fuzzers [19].

« Broad Applicability. Unlike grey-box approaches re-
stricted by language dependencies [16] or source code
availability [20], Q3Fuzz is inherently language-agnostic
and capable of testing proprietary targets. This black-
box nature enables the framework to scale seamlessly
across heterogeneous implementations. The inferred state
machine compensates for the lack of internal feedback,
guiding the fuzzer to explore the state space with high
coverage systematically.

We evaluated Q3Fuzz against 14 most popular open-source
QUIC-HTTP/3 protocol stack implementations. The frame-
work proved highly effective, discovering 17 vulnerabilities,
15 of which were previously unknown zero-days. The identi-
fied flaws were severe, primarily consisting of server crashes
and low-rate DoS vulnerabilities that could be triggered re-
motely. Our responsible disclosure of these findings has so
far led to the assignment of two CVE IDs, which cover five
vulnerabilities, validating the practical impact of our state-
guided fuzzing approach.

This paper makes the following key contributions:

e We design and implement Q3Fuzz, a black-box
framework that automates the reverse-engineering of
implementation-specific state machines. While existing
protocol fuzzers model and fuzz a single network-layer
protocol [21], Q3Fuzz is the first approach to jointly
model and fuzz dual network-layer protocols, instantiated
for the QUIC-HTTP/3 stack.

« We provide the first concrete outline of real-world
HTTP/3 state machines. This analysis empirically val-
idates the security risks posed by protocol ambiguity
and implementation divergence, a problem previously
discussed in theory [4], [17], [19].

« We confirm the effectiveness of our model-guided ap-
proach by discovering 17 critical vulnerabilities (15 zero-
days). The findings include bugs both in the transport-
layer and application-layer protocol implementations.

II. BACKGROUND

To provide the necessary context for the approach proposed
in this paper, this section details the distinct architectures and

responsibilities of the HTTP/3 and QUIC protocols.

A. HTTP/3

At the application layer, HTTP/3 [12] is responsible
for request and response semantics and header compression
(QPACK) [22], which are mapped onto the underlying QUIC
transport layer. The QUIC layer, in turn, manages stateful
streams, connection IDs, and transport parameters [1]. Each
HTTP request and response is mapped to an independent
QUIC stream, enabling true parallelism where multiple re-
quests can be in flight simultaneously without blocking each
other. HTTP/3 maintains the stateless semantics of HTTP
at the application layer. However, its frame-based encoding
introduces stateful dependencies, where frame sequencing and
transitions must be carefully managed.

B. QUIC

QUIC is a binary frame-based transport layer protocol [I]
that is responsible for encryption, ordered and guaranteed data
delivery, connection management, and multiplexing. QUIC
connections are identified by the endpoints independently
using one or more connection IDs, which allows for seamless
connection migration. For ease, we can describe a typical
QUIC connection as a sequence of three phases.

Connection establishment. A QUIC connection starts with
a handshake, where the client and server establish a shared
secret and negotiate the application protocol. For existing
connections, the endpoints can optionally send application-
layer data during the handshake phase (0-RTT), which brings
certain security weaknesses. Once the handshake completes,
the endpoints switch to 1-RTT packets.

Data exchange. After the connection establishment, the end-
points can exchange application-layer data carried as STREAM
frame payload. There are two types of streams depending on
the direction of data transmission: unidirectional and bidirec-
tional. QUIC RFC [!] provides state machines for sending and
receiving streams, which define basic states and how certain
events should affect the streams. However, those SMs are not
strict, since the RFC allows implementations to define different
SMs.

Connection shutdown. Once the data exchange is done, any
endpoint can gracefully shut down the connection. Other ways
to tear down the connection include error occurrence or a
timeout in case of inactivity.

III. MOTIVATION

This section outlines the threat model for QUIC and HTTP/3
protocols, and emphasizes the importance of multi-layered
stateful fuzzing. The focus of this paper is attacks targeting
server-side implementations, particularly those that exploit the
complex logic within the state machine of the QUIC-HTTP/3
protocol stack.

A. Threat Model

We consider an external adversary capable of transmitting
arbitrary sequences of QUIC and HTTP/3 packets to a target



server. The primary objective is to compromise service avail-
ability by triggering one of the following conditions:

o Service termination: Causing an immediate server crash
through fatal logic errors or memory corruption vulnera-
bilities.

« Resource exhaustion: Depleting critical system re-
sources (e.g., CPU, memory, disk) to render the service
unresponsive or paralyzed.

B. Multi-Layer Stateful Testing
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Fig. 1: Encapsulation and multiplexing of HTTP/3

The core motivation for our approach stems from the
complex architecture of the QUIC-HTTP/3 protocol stack,
visualized in Figure 1. The interaction between HTTP/3
and QUIC is a complex arrangement of encapsulation and
multiplexing. A QUIC packet is composed of a header and
a payload that is encapsulated as the payload of a UDP
datagram. The key innovation lies within the QUIC packet’s
payload, which can multiplex different frames. For example, a
single QUIC packet can bundle independent STREAM frames
(e.g., for Stream 4 and Stream 8) alongside transport-level
control frames (e.g., ACK). Finally, each QUIC STREAM frame
acts as a container for application-layer data, carrying one
or more HTTP/3 frames (e.g., HEADERS, DATA) or QPACK
encoder/decoder instructions.

This encapsulation model creates a challenge for stateful
fuzzers. For instance, AFLNet [23], [24] infers the proto-
col state model by analyzing server response codes (e.g.,
7”200 OK”). However, relying on response codes creates an
observability gap, as transport-layer signals (e.g., a QUIC
ACK frame) and application-layer controls (e.g., an HTTP/3
GOAWAY frame) lack a uniform status indicator and manifest
only as distinct binary frame types, causing legacy fuzzers
to perceive them as indistinguishable network events [17].
Consequently, this blindness prevents the fuzzer from cor-
relating an unexpected server crash with its specific multi-
layered root cause, such as receiving a transport-layer QUIC
STREAM frame that encapsulates an application-layer HTTP/3
SETTINGS frame at a specific state.

Server
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Fig. 2: Attack vector discovered by Q3Fuzz to crash a remote
Proxygen server

1) Motivating example: To demonstrate the importance of
multi-layer fuzzing, we present a motivating example. Q3Fuzz
discovered a memory-safety vulnerability in the Proxygen
server (Table V) by transmitting three QUIC packets one after
another (Figure 2). According to the patch [25], an attacker can
exploit the vulnerability by (1) requesting an application-layer
resource and (2) then sending a malformed QUIC frame while
the resource is being served. The malformed QUIC frame
causes the transactions to abort before the server completes
serving the application-layer resource. The vulnerability comes
from the intersection of QUIC and HTTP/3 layers. Therefore,
the attacker needs to specifically craft both application-layer
(first step) and transport-layer (second step) data.

To systematically identify the interconnected flaws, we
modify and improve the state inference methodology devel-
oped in PRETT2 [4], which effectively reverse-engineered
HTTP/2, the prior version of the HTTP series. Our approach
builds on this by incorporating in-depth, multi-layer grammar
analysis. This allows the creation of a behavioral model that
relates the grammatical structures of both QUIC transport
streams and the HTTP/3 application frames they encapsulate,
facilitating the detection of complex, state-dependent vulner-
abilities.

1V. Q3Fuzz FRAMEWORK
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Fig. 3: Overview of Q3Fuzz framework

In this section, we present Q3Fuzz, a framework for sys-
tematically fuzzing the multi-layered QUIC-HTTP/3 protocol
stack. Figure 3 illustrates the overall architecture, composed
of three sequential phases: preprocessing, state machine infer-
ence, and state-aware fuzzing.

A. Phase 1: Preprocessing

We start with recording and decrypting sample QUIC-
HTTP/3 traffic. In this phase, we extract and transform the
observed client messages (also called test messages) into a
structured format suitable for state inference.



1) Multi-layer parsing: This module dissects raw packets
into their constituent protocol layers. Unlike conventional
parsers that treat payloads as opaque blobs, Q3Fuzz performs
dual-layer dissection. It first parses the QUIC frames (Layer
1) and then recursively decapsulates the contained HTTP/3
application data (Layer 2). This hierarchical parsing preserves
the semantic context (e.g., stream ID, frame type), which is
essential for identifying multi-layer dependencies (@).

2) Message filtering: To ensure the efficiency of the in-
ference process, this module filters out noise from the parsed
traces. It removes frames that do not have a semantic meaning,
such as PING and PADDING, which simply check server
reachability and increase payload size, respectively. Moreover,
to convince the server that there is no packet loss, we imple-
mented a custom acknowledgment mechanism, where we send
an ACK frame for every received server response. Therefore,
we also removed the ACK frames from the traffic to make sure
they do not interfere with our acknowledgment mechanism and
confuse the server.

B. Phase 2: State Machine Inference

To construct a high-fidelity behavioral model, we adopt the
inference algorithm established in prior literature [4], [26],
enhancing it for the multi-layered QUIC-HTTP/3 stack. The
process, detailed in Figure 4, iteratively builds an SM through
three key steps. Due to the cryptographic complexities, the
QUIC handshake stage is not included in our model. We
start building the SM after establishing a QUIC connection

(CONNECTED state).
1) State discovery: Starting from the CONNECTED state,

Q3Fuzz iterates over each state and dispatches fest messages
to trigger potential transitions. The transmitted message puts
the server in a new state, which we call a candidate state,
because eventually it might or might not be added to the actual
SM.

2) Behavior fingerprinting: After moving the server to
a candidate state, Q3Fuzz generates a fingerprint for the
candidate state. The fingerprint is generated by sending all
test messages one-by-one and recording the server’s response
for each of them. Such a fingerprint, which simply is a list of
request-response pairs, identifies the candidate state. We need
the fingerprint of a state to know whether or not the state
has previously been observed. To overcome non-determinism
(@), after transmitting a message, the client waits for a certain
duration (0.1 seconds), letting the server finish processing the
message.

3) State deduplication: To maintain a minimized model,
we compare the generated fingerprint against those of existing
states. If the fingerprint matches an existing state, those two
states are merged, and a transition to the existing state is added.
If the fingerprint is unique, the candidate is registered as a
new state and added to the SM for further analysis. This cycle
continues until no new states are discovered.

C. Phase 3: State-Aware Fuzzing

Leveraging the inferred state model, this phase systemati-
cally tests for vulnerabilities. We focus only on vulnerabilities

=> R
CONNECTED |—msg!=>rest {J‘

mng:>re53—>{:

msg3=>res4__ a

-CONNECTED msg1=>rest {77 State.
- Expansion
msgl=>res2 Flngerprllnt
Generation

Fingerprint is
not observed

msg1=>res1 Adding a new
CONNECTED
state
e N
msg1=>res1
e
. Expansion
msg2=>res5_y; |
[
/ msg1=>res1"@ ,..-\ Fi int
CONNEGTED msg1=>res2 . |ngerpr.|n
Generation

= T
msg2 >res£3\,.l msg2=>res3 >

—

Fingerprint has
been observed

msg3=>resd_ ",

N

-

msg1=>res1

CONNECTED | 1892=>res5 n

Deduplicating
the states

[Notation]
(O]
! 1
L

Candidate State

Added State Fingerprint State

Fig. 4: Overview of the State Machine Inference phase

in the post-handshake phase (1-RTT packets), targeting tran-
sitions starting from the CONNECTED state.

1) Testcase Construction: Q3Fuzz employs two comple-
mentary fuzzing strategies to craft test inputs, as shown in
Figure 5.

Note that we use the following terms to refer to certain
transitions and messages. A moving message is a message
sent to drive the protocol toward the target state. A triggering
message is the message that induces the target state transition
itself. A following message is the message that induces the
subsequent state transition immediately after the target state
(Figure 5).

Mutation-based fuzzing. After selecting a target state,
Q3Fuzz finds and extracts the triggering message from the
traffic. The message is first dissected into QUIC and HTTP/3
frames, allowing Q3Fuzz to easily modify the message con-
tents before crafting a new packet. Q3Fuzz mutates one frame
and field at a time, while keeping the rest of the message
intact. This way, the test input mimics the real traffic, so
that the manipulated message has a higher chance of being
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Fig. 6: CVE-2023-43622 vulnerability exploitation [4]

accepted/processed by the server.

After transmitting the mutated triggering message, Q3Fuzz
traverses the subsequent states by sending the following mes-
sages, since sending a malicious message alone is not suffi-
cient to exploit certain vulnerabilities. One example is CVE-
2023-43622, a Denial-of-Service vulnerability in Apache’s
HTTP/2 protocol implementation [4]. To exploit the vulner-
ability, an attacker first sends an HTTP/2 SETTINGS frame
with SETTINGS_INITIAL_WINDOW_SIZE parameter set
to 0. After that, the attacker must send an HTTP/2 HEADERS
frame (Figure 6), and only then does the server indefinitely
lock a thread for the connection.

Generation-based fuzzing. One major drawback of mutation-
based fuzzing is that it results in low code coverage (@).
The number of frames that the fuzzer uses to mutate and
fuzz a certain transition is limited by the number of frames
the triggering message has. Mutation-based grey-box fuzzers
generally overcome this problem by using the feedback from
the target as guidance to maximize their code coverage.
However, unlike grey-box fuzzers, we assume our client has

TABLE I: Protocol frames and their attributes that are used to
craft test inputs. Bold frames were used both in mutation-based
and generation-based fuzzing, while the others were only used
in generation-based fuzzing.

[ # ] Frame Type I Fuzzed Attribute I Data Type |
QUIC Layer
1 PADDING - -
2 PING - | -
Largest Acknowledged Integer
ACK Delay Integer
3 ACK ACK Range Count Integer
First ACK Range Integer
ACK Range Sequence of ranges
Stream ID Integer
4 RESET_STREAM Application Protocol Error Code | Integer
Final Size Integer
Stream ID Integer
9 S0P SEPING Application Protocol Error Code  Integer
Offset Integer
6 CRYPTO Crypto Data ‘ Bytes
7 NEW_TOKEN Token Bytes
Stream ID Integer
FIN bit Boolean
8 STREAM Offset Integer
Data HTTP/3 layer entry
9 MAX_DATA Maximum Data Integer
Stream ID Integer
10| MAX_STREAM_DATA Maximum Stream Data ‘ Integer
11 MAX_STREAMS Maximum Streams Integer
12 DATA_BLOCKED Maximum Data ‘ Integer
13 | STREAM_DATA_BLOCKED Stiem 1) e
Maximum Stream Data Integer
14 | STREAMS_BLOCKED Is Bi.direclional ‘ Boolean
Maximum Streams Integer
Sequence Number Integer
15 | NEW_CONNECTION_ID IR 1Fiter 10 Uiegar
Connection ID Bytes
Stateless Reset Token Bytes
16 | RETIRE_CONNECTION_ID Sequence Number \ Integer
17 | PATH_CHALLENGE Data Bytes
18 | PATH_RESPONSE Data | Bytes
Is Transport Layer Boolean
19 | CONNECTION_CLOSE Iehre Qoo Uiegar
Frame Type Integer
Reason Phrase Bytes
20 | HANDSHAKE_DONE - | -
21 | DATAGRAM (extension) ]?“"““ Stiigzmin 11D Ll
ayload Bytes
HTTP/3 Layer
1 DATA Data Bytes
2 HEADERS Encoded Field Section ‘ Bytes
3 CANCEL_PUSH Push ID Integer
Max Table Capacity Integer
Max Field Section Size Integer
4 SETTINGS Blocked Streams Integer
H3 Datagram Integer
Webtransport Integer
Push ID Integer
9 HCSLEEROMI, Field Section Bytes
6 GOAWAY Stream ID Integer
7 ORIGIN (extension) Entries Sequence of strings
8 MAX_PUSH_ID Push ID ‘ Integer
5 Element ID Integer
9 PRIORITY_UPDATE (extension) Field Value St r%g

no access to internal information about the target server, such
as its source code or runtime environment.

We overcome this challenge by maximizing the range of
the test inputs. We additionally employ a generation-based
fuzzing strategy, where we construct a sequence of QUIC
and HTTP/3 frames from scratch, which enables us to cover
all the QUIC and HTTP/3 frames defined by the protocol
specifications. Each crafted packet contains 5 randomly se-
lected QUIC frames. In case STREAM frame is randomly
selected, its application-layer data (HTTP/3 frame or QPACK
data) is also chosen randomly. Because STREAM frames carry
the application-layer data and have relatively higher logical
complexity, we give higher priority to STREAM frames in
random selection.

The generation-based fuzzing significantly improves the



coverage. Protocol specifications define 21 [27] (20 core [I]
and 1 extension [28]) QUIC frames, as well as 9 [29] (7 core
[12] and 2 extension [11], [13]) HTTP/3 frames. However,
we observed only 4 QUIC and 4 HTTP/3 frames (excluding
QPACK instructions) in all the generated traffic combined. As
a result, mutation-based fuzzing alone covers less than 20%
of QUIC and 45% of HTTP/3 frames (Table I).

2) Input Feeding: Q3Fuzz transmits a test input to the target
server in three different ways.

1) Parallel Flooding: To trigger low-rate DoS [30], we
send requests in parallel batches (default: 20 parallel
connections) at fixed intervals (1 second) for a sustained
duration (30 seconds). These values are similar to the
attack parameters proposed in Chatzoglou et al. [10]. We
refrain from sending a higher number of parallel requests
with a lower interval, as it would lead to flooding attacks,
which is out of this project’s scope.

2) Single-Shot Execution: To efficiently detect immediate
crash bugs such as assertion failures or null pointer
dereferences, we transmit each test input exactly once.
This strategy allows transmitting a higher number of
different test inputs in a short period of time. After trans-
mitting each message (moving, triggering, and following),
Q3Fuzz waits for a certain duration (0.1 seconds) for the
server to process each of them.

3) Temporal Execution: Sending a sequence of messages
with different intervals can cause the server to process
the same input differently [15]. To explore temporal [15]
state dependencies and race conditions, we transmit the
sequence of moving, triggering, and following messages
continuously as a burst, without waiting for intermediate
server responses. Certain vulnerabilities, such as the
aforementioned crash vulnerability in Proxygen (§I1I-B1),
can be discovered only through this strategy. In that vul-
nerability exploitation, by sending the malformed QUIC
frame immediately, we do not give the server enough
time to finish serving the resource.

3) Target Monitoring: In this work, we target only DoS
vulnerabilities. For this purpose, we employ a liveness check
mechanism. After each fuzzing iteration, Q3Fuzz attempts to
establish a benign QUIC connection. A failure to establish a
connection indicates a vulnerability. To mitigate false positives
from network issues, we confirm vulnerabilities after multiple
failed liveness checks.

4) Resetting the environment: One of the challenges (@)
faced by an existing work [16] is overcoming the long boot-up
of the servers. QUIC-Fuzz requires resetting the target envi-
ronment, since it uses a static, hard-coded connection ID for
every connection. Q3Fuzz, on the other hand, establishes a new
connection with a random connection ID before transmitting
every test input, eliminating the need to reset the environment.

However, we still restarted certain servers (Neqo and
Aioquic), where we observed a memory leak vulnerability
(§V-C1). During fuzzing, their memory usage continuously
went up, leading to a different target environment for test
inputs.

D. Implementation

Dissector

List of frames l ]Server or client packet

HTTP/3
Client

String representation I l Server response

Fig. 7: Overview of Q3Fuzz fuzzing client
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Figure 7 shows the implementation of Q3Fuzz. In particular,
we implemented an HTTP/3 client by extending the Aio-
quic [31] library. While Aioquic provides a robust foundation
for core frames, it lacks native support for specific extension
frames, such as Origin [13] and PRIORITY_UPDATE [11].
We therefore implemented the extension for these frames.

The framework is composed of four main components:

e HTTP/3 Client communicates with the server. It starts
the connection by sending an INITIAL packet with a
QUIC CRYPTO frame. After receiving a response from
the server, the client sends a HANDSHAKE packet, which
completes the connection establishment stage. From this
point, it transfers only 1-RTT packets.

o Dissector extracts frames from a QUIC packet. Repre-
senting a packet as a list of dissected frames makes it
easier to manage/modify frames before crafting a new
packet.

o Crafter builds a QUIC packet based on the given QUIC
and HTTP/3 frames.

o Handler processes the server response. It manages the
server’s cryptographic keys and returns the server re-
sponse as human-readable characters, which we use as
the state machine’s transition label.

A primary challenge (@) for mutation-based fuzzers is
maintaining packet integrity. Fuzzers that directly modify
encrypted seeds generate invalid inputs, which are rejected
by the server. Q3Fuzz’s architecture solves this by design:
the Dissector and Crafter operate only on unencrypted frame
logic using pre-provided SSL keys. The HTTP/3 Client then
re-encrypts these frames into valid QUIC packets before trans-
mission, ensuring all test inputs are well-formed and processed
by the server.

V. EVALUATION
A. Experimental Setup

To systematically evaluate Q3Fuzz, we established a com-
prehensive testbed comprising diverse QUIC-HTTP/3 server
implementations and a consistent reference client. This section
outlines the criteria for selecting the target servers and client,
as well as the fuzzing infrastructure specifications.

1) Target Servers: The IETF QUIC Working Group refer-
ences 18 open-source QUIC server implementations [32]. We
selected 14 most popular open-source server implementations
(Table II), excluding the servers with fewer than 500 GitHub



TABLE II: Target QUIC and HTTP/3 servers

TABLE IV: Quantitative Comparison of Inferred SMs.

4 QUIC HTTP/3 GitHub Main Version
Layer Layer Stars Language (“Commit’)

1 Nginx (standalone) 28.1k C v1.28.0

2 Quic-go (standalone) 11.0k Go v0.50.1

3 Quiche* (standalone) 10.6k Rust v0.23.5

4 Quinn H3 4.6k  Rust v0.0.9

5  MsQuic Kestrel 4.5k C&C# v2438

6 Neqo (standalone) 2.0k Rust v0.13.1

7 Aioquic (standalone) 1.9k Python v1.2.0

8 XQUIC (standalone) 1.8k C v1.8.3

9 LSQUIC OpenLiteSpeed 1.7k C v1.8.3.1F

10 Myvfst Proxygen 1.6k C++ v2025.04.141

11 Ngtep2 nghttp3 1.3k C v1.12.0

12 QUICHE** (standalone) 790 C++ “7b2b126”

13 Quicly H20 645 C “f1918a5”f

14 Picoquic (standalone) 644 C “b19dcf1”

1 Indicates HTTP/3 implementation version; others are QUIC.
*developed by Cloudflare, **developed by Google

stars [33] to ensure relevance. The majority of the applications
provide not only a QUIC, but also an HTTP/3 layer imple-
mentation, which we used to run as a server. However, some
applications provide only the QUIC layer implementation. In
such cases, we either used a web server that runs the given im-
plementation as its built-in QUIC layer (e.g., OpenLiteSpeed,
H20, Kestrel) or a separate HTTP/3 layer application running
on top of the given QUIC implementation (e.g., Quinn+H3,
Myvfst+Proxygen, Ngtcp2+Nghttp3). We excluded S2n-quic
[34], as it provides only the transport layer implementation,
and we are not aware of any HTTP/3 application integrating
its APL

2) Selected Client: We utilized Mozilla Firefox (v132.0.2)
[35] as the reference client to generate QUIC-HTTP/3 traffic
by communicating with the target servers. This selection
was driven by two factors: first, unlike basic command-line
tools (e.g., curl) that produce simplistic patterns, Firefox
generates traffic containing complex sequences of QUIC and
HTTP/3 frames. This complexity is necessary to exercise the
multi-layer state logic of the targets. Second, using a single,
consistent client ensures that any observed variations in the in-
ferred SMs are attributed solely to server-side implementation
divergence.

TABLE III: Virtual hardware specifications

Resource  Target Server (VM)  Fuzzing Client (VM)
vCPU 1 4
Memory 2 GB 2 GB
Disk 15 GB 20 GB

3) Environment: We created 56 virtual instances. Each
server implementation was running on 2 instances in parallel;
hence, 28 instances were allocated to run the server imple-
mentations. 14 instances were running mutation-based, and
the other 14 were running the generation-based fuzzers.

All instances run Ubuntu 22.04 LTS server. For the virtual
hardware specifications (Table III), we were inspired by an
existing work [36]. The virtual client hardware mimics the

Server (Implementation)  States (|S|)  Transitions (|7)
Picoquic 7 17
Quic-go 8 26
Neqo 8 26
MsQuic (Kestrel) 11 33
Quicly (H20) 11 33
Quiche” 11 41
Mvfst + Proxygen 12 55
XQUIC 13 61
QUICHE™ 13 61
Quinn + H3 13 50
Aioquic 15 61
Nginx 17 68
Ngtcp2 + Nghttp3 32 175
LSQUIC (OpenLiteSpeed) 54 307

*developed by Cloudflare, Wdeveloped by Google

server hardware with a slight difference. To eliminate any
potential bottleneck on the client side during fuzzing, we
allocated 4 virtual vCPUs (virtual CPUs) for the clients. The
host server runs Ubuntu 20.04.6 LTS on Intel(R) Xeon(R) E-
2278G CPU with 128 GB of memory.

Causing a Denial-of-Service by requesting a huge file is out
of this project’s scope. Therefore, all servers host a small file,
the default index.html file of Nginx .

B. State Machine Inference

A core security challenge for the QUIC-HTTP/3 stack stems
from its complex design, creating an environment where each
server has an implementation-specific attack surface. Q3Fuzz
systematically reverse-engineers such logic in an automated
manner. In this section, we compare two sample state ma-
chines, highlighting the shared and divergent server behaviors.

Figure 8 presents a comparative analysis between Quic-go
and Mvfst+Proxygen server models. We simplified the SMs
to highlight a few shared and distinct behavioral patterns
regarding the servers’ stream and parameter management.
Note that the HEADERS frames transmitted over stream ID
0 and 4 request index.html and favicon.ico files,
respectively.

1) Shared Behaviour: As shown in both Figure 8a and 8b,
the diamond-shaped transitions merge at the PAGES SERVED
state. The two different paths leading to that state differ from
each other based on the sequence of the messages. In one path,
the server first processes ST (4) [HE] message and responds
with the favicon.ico file, and then receives ST (0) [HE]
message and returns the index.html file. However, in
the other path, the messages are processed in reverse order,
meaning that the server first receives ST (0) [HE] and then
ST (4) [HE]. Both paths merge at the PAGES SERVED state,
since at that point, the server has completed processing both
ST (4) [HE] and ST (0) [HE] messages, regardless of their
reception order.

Zhttps://github.com/nginx/nginx/blob/master/docs/html/index.html
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(b) Mvfst+Proxygen State Machine (simplified)

[Notation]
Request =>Response
St (N) [X]: Stream with ID N carrying payload X

[QUIC Frames]
ST: STREAM
ACK: ACK
CC: CONNECTION_CLOSE

[HTTP/3 Frames] (RED)
HE: HEADERS
DA: DATA
SE: SETTINGS
Enc/Dec: QPACK Encoder/Decoder

Fig. 8: Comparative analysis of inferred state machines

2) Divergence 1: The SMs (Figure 8) highlight how the
servers behave differently in terms of processing connection
parameters and application-layer data.

Quic-go allows the client to request an application-layer re-
source by sending an HTTP/3 HEADERS frame right after con-
nection establishment without sending the SETTINGS frame
(Figure 8a). The server successfully responds with HTTP/3
DATA frame (see CONNECTED->favicon.ico SERVED
and CONNECTED->index.html SERVED transitions).

In contrast, Mvfst+Proxygen requires the client to send an
HTTP/3 SETTINGS frame after connection establishment
(Figure 8b). Otherwise, the server does not give the requested
resource to the client. When the server receives HEADERS
frame on stream ID O right after connection establishment,
it closes the connection (see CONNECTED->FINISH
transition). When the server receives the SETTINGS frame, it

moves to a new state (SETTINGS RECEIVED), and only in
that state the server successfully processes the client’s HTTP/3
messages (see SETTINGS RECEIVED->favicon.ico
SERVED and SETTINGS RECEIVED->index.html
SERVED transitions).

This divergence stems from the fact that the HTTP/3 specifi-
cation [12] requires the SETTINGS frame to be the first frame
on the control stream, but does not specifically mention the
request streams.

After the QUIC connection is established, a SETTINGS frame
MUST be sent by each endpoint as the initial frame of their
respective HTTP control stream.
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3) Divergence 2: Another observed divergent behavior is
how the servers handle receiving the SETTINGS frame mul-
tiple times.

In case of Quic-go, when the server receives SETTINGS
frame multiple times, it simply acknowledges the recipient of
the message (responds with ACK frame) and stays at the same
state (see the self-loop transitions in Figure 8a).

However, the Mvfst+Proxygen server accepts the
SETTINGS frame only when it is in the CONNECTED state.
If the server receives the frame again, it closes the connection
(see SETTINGS RECEIVED->FINISH, favicon.ico
SERVED->FINISH, index.html SERVED->FINISH,
PAGES SERVED->FINISH transitions).

This divergence shows that Quic-go does not follow the pro-
tocol specifications properly, since the HTTP/3 specification
[12] states that subsequent SETTINGS frames should close
the connection.

If an endpoint receives a second SETTINGS frame on the
control stream, the endpoint MUST respond with a connection
error of type H3_FRAME_UNEXPECTED.

4) Scalability: As demonstrated in Table IV, our framework
inferred state machines for 14 distinct server implementations,
encompassing a wide range of protocol logic complexity
ranging from minimal models such as Picoquic (|S| = 7
and |T'| = 17) to highly complex ones. This extensive appli-
cability proves that Q3Fuzz’s multi-layer inference approach
generalizes effectively across diverse real-world deployments,
independent of specific architectural designs.

State space explosion and nondeterminism.

During SM generation, we observed multiple servers, es-
pecially Ngtcp2 and LSQUIC, exhibiting seemingly nonde-
terministic behavior, which means a server can give different
responses to identical client messages. Based on our obser-

vation, one of the main mechanisms that leads to nondeter-
minism is message acknowledgement. Implementations are
not required to send an acknowledgment for every received
message. Instead, they can acknowledge multiple message
receptions with a single ACK frame. Therefore, when the
client sends a sequence of messages, the server might respond
by (1) simply acknowledging that message, (2) coalescing
acknowledgment with other frames, or (3) not acknowledging
at all. For example, a server response might be (1) ACK, (2)
ACK,ST(11) [Dec], or (3) ST(11) [Dec], respectively.

Similar behavior can also be observed in the connection
closure mechanism. The server might choose to send the client
a CC frame, or simply close its local socket without giving any
response.

Such server behavior forces Q3Fuzz to generate different
fingerprints for states that were supposed to be the same,
preventing the states from being deduplicated (IV-B3). It
inevitably leads to a state space explosion (Figure 9). Q3Fuzz
employs a heuristic fallback mechanism to mitigate this issue.
The framework halts the discovery of new states on any
specific branch once it reaches a predefined threshold of levels
(e.g., 10 levels). This approach intentionally omits semantic
state abstraction and introduces a clear tradeoff. Vulnerabilities
in extremely deep states might remain undiscovered. This
strategic bound, however, effectively prevents infinite state
discovery. It ensures the inference phase concludes within a
practical time budget while retaining the essential structural
protocol logic.

5) Implication for Stateful Fuzzing: The identification of
these divergent behaviors is necessary for the effectiveness
of dynamic testing. Without such inference, a black-box
fuzzer remains blind to implementation-specific features. For
instance, it would send DATA frames prematurely against
servers, which require the reception of connection parame-
ters first (§V-B3). It would immediately result in connection
closure and, consequently, the fuzzer would fail to reach the
code paths vulnerable to deep-state logic bugs. By leveraging
the inferred SM, Q3Fuzz resolves such cases by enabling the
fuzzer to navigate through mandatory initialization sequences
to access and test the deep protocol states.

C. Stateful Fuzzing

In this section, we evaluate Q3Fuzz’s effectiveness at dis-
covering vulnerabilities and compare it with existing work.

1) Discovered Bugs: Q3Fuzz discovered 17 DoS vulnera-
bilities in 7 different QUIC-HTTP/3 servers (Table V), all of
which were responsibly reported to the vendors and CERT/CC
through VINCE [37]. The vulnerabilities can be grouped
into six different Common Weakness Enumeration (CWE)
[38] categories. The CWE-119, CWE-617, CWE-248, and
CWE-190 group vulnerabilities allow an attacker to crash
the remote server, while the CWE-400 and CWE-401 group
vulnerabilities cause high resource consumption at the server,
which leads to DoS.

Q3Fuzz discovered multiple attack vectors to exploit certain
vulnerabilities. Attack vectors differ from each other based



TABLE V: Vulnerabilities discovered by Q3Fuzz during fuzzing

# Server CWE Vulnerability Impact Zero-day # Attack Vectors
1 Proxygen CWE-119 Server crash: Segmentation fault Yes 3+
2 Xquic Server crash: Segmentation fault Yes 1
q . . Ay . Yes
3 Quicly Server crash: Assertion ’quicly_num_streams (conn) == 0’/ failed (CVE-2025-61684) 3+
5 oo . , _ , . Yes
4 Quicly Server crash: Assertion v <= 4611686018427387903’ failed (CVE-2025-61684) 2
5 o . .. e L . , . Yes
5 Quicly Server crash: Assertion ’iter->p->acked == quicly_sentmap__type_packet’ failed (CVE-2025-61684) 3+
. CWE-617 . . s iws . " . Yes
6 Quicly Server crash: Assertion ’!"invalid CID sequence number failed (CVE-2025-61684) 1
7  Neqo Server crash: internal error: entered unreachable code No 2
8 Quiche Server crash: called ‘Result::unwrap()' on an ‘Err‘ value: Done Yes 1
9 Neqo CWE-248 Server crash: called ‘Result::unwrap () on an ‘Err' value: InvalidStreamId Yes 1
10 Neqo Server crash: called ‘Result::unwrap() ' on an ‘Err' value: TransportError (InvalidStreamId) Yes 3+
11 Neqo Server crash: called ‘Result::unwrap() ' on an ‘Err‘ value: Transport (InvalidStreamId) Yes 3+
12 Neqo CWE-190  Server crash: Varint value too large No 2
. Yes
13 Kestrel Low-rate DoS due to high CPU usage (CVE-2026-25667) 1
14 Quiche CWE-400  Low-rate DoS due to high CPU and memory usage Yes 1
15 Xquic Low-rate DoS due to high disk and memory usage Yes 1
16 Aioquic CWE-401 Low-rate DoS due to memory leak Yes 1
17 Neqo Out-of-Memory: Kernel kills server process Yes 1

on the sequence of frames it takes to exploit the vulnera-
bility. For example, vulnerability #7 (Table V) is a known
vulnerability and according to the security advisory °, it is
exploited by sending a NEW_TOKEN frame right after the
connection establishment. In addition to the aforementioned
attack vector, Q3Fuzz found that it is also possible to exploit
the vulnerability by sending PATH_RESPONSE and STREAM
frames.

We demonstrate the attack vector to exploit the memory
safety vulnerability in the Xquic server (vulnerability #2 in
Table V) to highlight the importance of stateful fuzzing. While
fuzzing a certain state transition, Q3Fuzz transmitted two
moving messages (M_msgl, M_msg2) to reach the source
state and then sent a randomly generated message (Figure
10), which caused the server crash. For a successful ex-
ploitation, one QUIC frame (ST[0] (HE)) from M_msg2
and four QUIC frames (ACK, ST[O] (Enc), ST[0] (GO),
ST[1] (GO)) from the generated test input are crucial.
M_msgl is not required to exploit the vulnerability; however,
interestingly, sending M_msg2 without M_msgl normally
causes the server to close the QUIC connection (moves to
FINISH state in SM), showing how unexpected behavior
servers can demonstrate in stateful fuzzing.

2) Baseline Extension: To objectively evaluate Q3Fuzz’s
performance, we established a comparative baseline. Given

3https://github.com/mozilla/neqo/security/advisories/ GHS A-56¢6-rfrf-rhdr
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Fig. 10: Attack vector to exploit the crash vulnerability in a
remote Xquic server

the absence of state-aware fuzzers dedicated to HTTP/3, for
extension, we selected QUIC-Fuzz [16], the state-of-the-art
grey-box fuzzer optimized for the QUIC transport layer.
QUIC-Fuzz. We invested significant engineering effort to
adapt QUIC-Fuzz for the application layer. This involved
generating valid HTTP/3 Initial seeds containing the h3 ALPN
extension [39] and reconfiguring the harness to support valid
TLS certificate chains. We verified via manual replay that the
target server correctly accepts these inputs and initiates the
QUIC handshake in a native environment.

However, our experiments revealed a fundamental structural
limitation. Although the server responded with valid QUIC
packets, the fuzzer failed to infer the states. The root cause
is a limitation in QUIC-Fuzz’s shallow dissection, which
relies on extracting explicit response codes to infer states.
In the QUIC-HTTP/3 stack, critical application-layer signals
(e.g., HTTP status codes) are encapsulated within encrypted
QUIC STREAM frames. Lacking the capability for recursive
dissection, QUIC-Fuzz perceives distinct HTTP/3 responses
merely as opaque transport-layer data. Consequently, it failed
to detect state transitions, resulting in persistent execution
timeouts and rendering state exploration infeasible.
Protocol-agnostic fuzzers. We also tried to compare Q3Fuzz
with the existing protocol-agnostic black box fuzzers, such
as Bleem [40], BooFuzz [41], Peach [42], and Snipuzz [43].
Bleem includes Mvfst, a QUIC server, in its evaluation and
demonstrates how it achieves a higher branch coverage than
the other aforementioned black box fuzzers. However, to the
best of our knowledge, the source code of Bleem is not pub-
licly available. Moreover, it is not clear how Bleem instructed
the other black box fuzzers to target a QUIC server, since none
of these fuzzers support the QUIC protocol out of the box
due to the protocol’s mandatory encryption requirement. For
example, BooFuzz provides socket-based connections for only
TCP, UDP, and SSL protocols 4. Similar to how QUIC-Fuzz
extends AFLNet [23], these fuzzers also need an extension to
support the QUIC protocol.

“https://boofuzz.readthedocs.io/en/stable/user/connections.html
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Fig. 11: Process of the coverage measurement

3) Code Coverage: Despite the baseline’s structural limita-

tions, we conducted a code coverage analysis to demonstrate
differences in state reachability.
Setup. To ensure a fair comparison, we targeted different
instances of the same server instrumented with gcov [44] for
both fuzzers. Unlike Q3Fuzz, QUIC-Fuzz targets an AFL-
instrumented server, from which it extracts runtime informa-
tion for guidance. We executed QUIC-Fuzz in the Docker
containers provided by the authors. During fuzzing, QUIC-
Fuzz stores the test inputs in a folder inside the container. With
a custom-written script (replayer), we extracted whenever a
new test input was generated and replayed to the standard
target server (Figure 11). The details of the evaluation are
also available on the Q3Fuzz code repository. Before fuzzing
with QUIC-Fuzz, we applied the patches provided by the
authors to the common target server. The patches make several
modifications to the server source code, such as hardcoding the
connection ID and cryptographic secrets. Before sending each
test input of QUIC-Fuzz, the server was restarted.

Furthermore, we evaluated how Q3Fuzz performs solely on
the QUIC layer. For this purpose, we modified the Crafter
component of Q3Fuzz (IV-D) so that all STREAM frames
carried an empty application-layer payload during fuzzing.
Results. Figure 12 compares the average branch coverage
achieved by all fuzzers during 24-hour fuzzing. To make the
results statistically significant [45], we repeated the experiment
10 times. As a result, Q3Fuzz achieved up to 76.1% higher
average branch coverage than QUIC-Fuzz.

While QUIC-Fuzz saturates quickly, its coverage is confined
to the transport layer logic. In contrast, Q3Fuzz penetrates
deep into the application layer logic. This gap empirically
confirms that Q3Fuzz’s multi-layered architecture is essential
for reaching and testing the complex state space of the QUIC-
HTTP/3 stack.

Targeting only the QUIC layer dropped the overall effi-
ciency of Q3Fuzz. Despite reduced efficiency, Q3Fuzz still
outperformed QUIC-Fuzz on all servers, except Picoquic,
where it achieved branch coverage similar to QUIC-Fuzz.
Interestingly, we observed very little performance degradation
on the Ngtcp2 server.

VI. DISCUSSION

This section presents the limitations of this research and the
direction of future work.
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Fig. 12: The average branch coverage achieved by Q3Fuzz
and QUIC-Fuzz over 24 hours.

A. Limitation: Invalid QPACK Instructions

QPACK is a stateful header compression protocol. It allows
the endpoints to reduce the size of transmitted HTTP head-
ers. In brief, both endpoints maintain synchronized dynamic
tables. If an endpoint wants to send a new header, it first
sends an insert instruction to the dynamic table, the receiver
synchronizes its local dynamic table, and after that, the sender
can reference that header. This mechanism adds an additional
stateful behavior on top of HTTP/3. It is challenging to ensure
the synchronization of the endpoints of dynamic tables during
fuzzing. Therefore, when we generate QPACK instructions,
we simply generate arbitrary byte sequences.

B. Future Work

1) Application to Other Protocols: While the methodology
to model and fuzz dual-layered protocols is versatile and
can be applied to other protocols, it introduces engineering
challenges. In this work, we implemented the methodology for
the QUIC-HTTP/3 dual-layer protocol stack. In future work,
the methodology can be applied to other protocols, such as
TCP-HTTP/2.

2) Model Usage: The SMs that have been generated based
on observed server behavior can be used for cross-comparison
to detect differences in server behaviors. Such divergences
might reveal bugs. Moreover, since protocol specifications [1],
[12] do not define a connection-wide SM, such observation-
based models can potentially be expressed in a formal specifi-
cation language and then model-checked for protocol correct-
ness early in the development time.

VII. RELATED WORK

Since the proposal of the QUIC and HTTP/3 protocols,
research into their security has largely fallen into two primary
categories: manual analysis and automated fuzzing frame-
works.



A. Manual Analysis

The security analysis in both QUIC and HTTP/3 protocols
was initially led by manual inspection and feature-specific
testing. As highlighted in (§I), these foundational efforts con-
firmed that critical attack surfaces exist. For instance, studies
confirmed that known HTTP/2 attack vectors can be manually
migrated [10], and that core protocol logics such as connection
migration can be abused to cause DoS [8].

Even semi-automated approaches utilizing formal methods,
such as Network-centric Compositional Testing (NCT) [46],
require significant manual effort to define the specification,
despite successfully finding deep flaws. Targeted discoveries
such as QUIC-Leak [47] further demonstrate that subtle, state-
dependent bugs remain prevalent.

Although these manual and feature-specific approaches are
foundational for identifying vulnerabilities, they possess inher-
ent scalability limitations. They rely on expert-level knowledge
and extensive labor to test specific components, an approach
that is insufficient to systematically navigate the vast, multi-
layered state space. This limitation necessitates an automated
framework that infers stateful behaviors of implementations
and utilizes stateful fuzzing to discover such complex vulner-
abilities systematically.

B. Automated Fuzzing Frameworks

Ang et al. propose two QUIC protocol fuzzers: QUICTester
[15] and QUIC-Fuzz [16]. QUICTester is a blackbox noncom-
pliance checker that models the handshake phase of QUIC
communication using TTT-based [48] active automata learn-
ing and the Wp-method [49] conformance testing algorithm.
Similar to Q3Fuzz, they model the state space of QUIC server
implementations by sending QUIC packets and observing how
the server responds. They employ pair-wise testing, where they
compare the behavior of a server with that of the other servers.
If a server behaves differently from the others, it indicates a
potential bug in the implementation.

The main difference between QUICTester and Q3Fuzz is
their scope. While QUICTester solely focuses on the hand-
shake phase of QUIC communication, Q3Fuzz focuses on
its post-handshake phase, as well as the HTTP/3 protocol.
The work has similarity with Q3Fuzz in terms of modeling
the QUIC servers in a black box environment. However,
unlike QUICTester, we automatically extract messages from
generated traffic instead of defining symbols beforehand.

QUIC-Fuzz [16], on the other hand, is a grey-box mutation-
based QUIC fuzzer which is an extension of AFLNet [23].
QUIC-Fuzz extracts messages from generated traffic, applies
mutation, and re-encrypts before sending to the server. It
uses the state feedback from the server to guide the fuzzer.
Additionally, it also requires applying modifications to the
server source code for better performance.

While the scopes of QUIC-Fuzz and Q3Fuzz are simi-
lar (post-handshake phase), there are substantial differences.
Firstly, Q3Fuzz works in a blackbox environment, where it
does not need access to the server’s runtime environment.
Hence, with Q3Fuzz, we analyzed 14 servers written in 6

different programming languages, while QUIC-Fuzz is eval-
uated on 6 server implementations, all written in C/C++
programming languages. Secondly, QUIC-Fuzz supports only
mutation-based fuzzing, while Q3Fuzz additionally employs
generation-based fuzzing methodology.

There also exist fuzzers that are intended for specific QUIC
implementations, such as quic-fuzz [50] for Quiwi and Fuzi_q
[51] for Picoquic.

McMillan et al. [52] and Crochet et al. [53] take a different
approach by testing QUIC implementations based on formal
specifications. Both work define specifications in the Ivy [54]
language and check whether the protocol implementations fol-
low the defined rules. Any noncompliance indicates a potential
bug in the implementation.

Reen et al. [14] and Rath et al. [55] target different aspects
of the QUIC protocol. The former proposes DPIFuzzer, a
differential fuzzer to detect strategies to bypass Deep Packet
Inspection (DPI) in middleboxes. The latter, on the other hand,
employs a symbolic execution-based methodology to discover
interoperability issues in QUIC implementations.

VIII. CONCLUSION

In this paper, we presented Q3Fuzz, a framework to model
dual-layered protocols and fuzz for vulnerability discovery.
Q3Fuzz models the state space of QUIC-HTTP/3 proto-
col stack implementations by transmitting recorded mes-
sages and observing the server’s response. It supports both
mutation-based and generation-based fuzzing. For mutation-
based fuzzing, it fuzzes each state transition by applying modi-
fications to the recorded message that cause the state transition.
For better coverage, it also fuzzes each state transition by
generating messages based on protocol specifications.

We applied the Q3Fuzz methodology to the QUIC-HTTP/3
dual-layer protocol stack. Modeling and fuzzing two protocol
layers simultaneously led to considerably higher code coverage
than the existing work. Our evaluation includes modeling and
fuzzing 14 most popular open-source QUIC-HTTP/3 stack
implementations, which resulted in the discovery of 17 ex-
ploitable vulnerabilities.
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