ERNEST 1. GIFFORD (1) GIFFORD, MAIN OFFICE
ALLEN M. KRASS KRrass, 2701 TROY CENTER DRIVE
DOUGLAS W. SPRINKLE L SUTTE 330
THOMAS E. ANDERSON () SPRINKLE, P.0. BOX 7021
RONALD W. CITEOWSKI TROY, MICHIGAN 48007-7021
RONALD W. CITKOWS ANDERSON & TELEPHONE (248} 647-6000
DOUGLAS J. McCEVOY CITKOWSKL PC. FAX (248) 647-5210
JOHN G. POSA
] PaTENT, TRADEMARK & Co ANN ARBOR OFFICE
DOUGLAS L. WATHEN : & CoPYRIGHT PRACTICE 303 DETROIT STREET
MARK D, SCHNEIDER SUITE 300
KEVIN §, MAcKENZIE ANN ARBOR, MICHIGAN 48104-1144
JULIE K. STAPLE, Pi.D. TELEPHONE (734) 913-9300
MARTIN 8. BANCROEFT, PH.D. FAX (734) 913-6007
MARK A. HARPER, P1.D.
JOHN CHAU FLORIDA OFFICE
WESTON R. GOULD, Pu.D. () SEABOARD OFFICE PARK
CESARE A. SCLAFANI i EASTS'[YSPI{:I%EI‘WENUE
ERIN B. KLUG VENICE, FLORIDA 34285
TELEPHONE (941) 488-4245

{L} ALSO ADMITTED [H FLORIDA
{2} ALSO AOMITTED IN NEW YORK INFO@PATLAW.COM
(3} ONLY ADMITTED [K CORRECTICUT April 13 , 20 1 2 WWW.. PATLAW.COM

Mr. Manho Song

You Me Patent Law Firm

Seolim Bldg

649-10 Yoksam-dong

40147 !
Kangnam-Ku 202, 4 2 4
Seoul T
RECEIVED

REPUBLIC OF KOREA 135-080

Re: US Patent Number: 8,151,350
Title: METHOD AND DEVICE FOR DETECTING UNKNOWN NETWORK WORMS
Grant Date: April 3, 2012
Inventor: Hee-Jo Lee et al.
Your Reference: OPP20090247U8S
Our Reference: YOU-16002/00

Dear Mr. Song:

We have received and are enclosing the original and two copies of United States Letters
Patent No. 8,151,350 for the above-identified Patent issued April 3, 2012. We will proofread a copy of
this patent to be sure that the Patent Office printed the patent correctly. If necessary, we will prepare
and file a Certificate of Correction. Assuming all maintenance fees are timely paid, this patent is valid
for twenty years from the filing date of the parent application. The term of this patent has been
adjusted by 519 days due to a Patent Term Adjustment. Patent Term Adjustment is added to the term
of a patent if the Patent Office causes delays during prosecution.

Maintenance fees for this patent will become due on the 3-1/2, 7-1/2, and 11-1/2 year
anniversaries of the issue date of the patent. We are of the understanding that you will docket these
dates and will advise your client in due time regarding their payments. If you would like us to be
responsible for docketing and payment of these maintenance fees, please notify us in writing;
otherwise, we will consider our files closed.

Products covered by this patent or advertisements relating thereto should now include
notice of the patent including the patent number.

We are pleased to have been of service to you in this matter.



GIFFORD, KRASS, SPRINKLE,
ANDERSON & CiTrowskIl, P.C.

Mr. Manho Song
April 13, 2012

Page 2
Very truly yours,
ouglay W. Spr nkle
DWS/en

Enclosure



Qtaéeg
Am

eriCO

The Director of the United States
Patent and Trademark Office

Has received an application for a patent for
a new and useful invention. The title and
description of the invention are enclosed,
The requirements of law have been com-
plied with, and it has been determined that
a patent on the invention shall be granted
under the law.

Therefore, this
United States Patent

Grants to the person(s) having title to this
patent the right to exclude others from mak-
ing, using, offering for sale, or selling the
invention throughout the United States of
America or importing the invention into the
United States of America, and if the inven-
tion is a process, of the right to exclude oth-
ers from using, offering for sale or selling
throughout the United States of America, or
importing into the United States of
America, products made by that process,
for the term set forth in 35 US.C. 154(a)(2)
or (c)(1), subject to the payment of mainte-
nance fees as provided by 35 US.C. 41(b).
See the Maintenance Fee Notice on the
inside of the cover.

[ id 3 K‘\/W

Director of the United States Patent and Trademark Qffice




MAINTENANCE FEE NOTICE

If the application for this patent was filed on or after December 12, 1980, maintenance
fees are due three years and six months, seven years and six months, and eleven years and
six months after the date of this grant, or within a grace period of six months thereafter
upon payment of a surcharge as provided by law. The amount, number and timing of the
maintenance fees required may be changed by law or regulation. Unless payment of the
applicable maintenance fee is received in the United States Patent and Trademark Office
on or before the date the fee is due or within a grace period of six months thereafier, the
patent will expire as of the end of such grace period.

PATENT TERM NOTICE

If the application for this patent was filed on or after June 8, 19935, the term of this
patent begins on the date on which this patent issues and ends twenty years from the
filing date of the application or, if the application contains a specific reference to an
earlier filed application or applications under 35 U.S.C. 120, 121, or 365(c), twenty
vears from the filing date of the earliest such application (“the twenty-year term”),
subject to the payment of maintenance fees as provided by 35 US.C. 41(b), and any
extension as provided by 35 US.C. 154(b) or 156 or any disclaimer under 35 U.S.C.
253.

If this application was filed prior to June 8, 1995, the term of this patent begins on the
date on which this patent issues and ends on the later of seventeen years from the date
of the grant of this patent or the twenty-year term set forth above for patents resulting
from applications filed on or after June 8, 1995, subject to the payment of maintenance
fees as provided by 35 US.C. 41(b) and any extension as provided by 35 US.C. 156 or
any disclaimer under 35 US.C. 253.




R

azy United States Patent (10) Patent No.: US 8,151,350 B2
Lee et al. @s) Date of Patent: Apr. 3, 2012
(549) METHOD AND DEVICE FOR DETECTING (56) References Cited
UNKNOWN NETWORK WORMS
U.S. PATENT DOCUMENTS
(75) Inventors: Hee-Jo Lee, Namyangju (KR), 7,363,386 Bl* 4/2008 Nuccietal crennn. 709/241
Hyun-Do Park, Goyang (KR} 7,864,751 B2* 172011 Greenberg ..overcmirnin 370/351
FORE ENT DOCUME
(73) Assignee: Korea University Industry and 02[?[;;:01@: PAL ) NIS
éAcadlc([Ila'{follnbﬂration Foundation, ﬁi J (:007226%3 Bl * g;%;
eoul
OTHER PUBLICATIONS
(*) Notice:  Subject 1o any disclaimer{ the tern of this Hyundo Park and Heejo Lee, Apr. 2007 Deteeting Unknown Worm
patent is extended or adjusted nnder 35 yging Randomness Check, Prelainent pp, 894.502.%
U.S.C. 154(b) by 519 days. Hyundo Park, et al., “Anomaly Detection System of Worm Using
Randomness C:heck”, Dept. of Computer Seience and Engincering,
(21}  Appl. No.: 12/388,170 Korea University, 2005. vol. 32. No. I (A).
o .
(22) Filed:  Feb. 18,2009 cited by examiner
. o Primary Examiner -- Jung Kim
(65) Prior Publication Data Assistant Examiner — Ghodrat Jamshidi
US 2010/0115618 Al May 6, 2010 (74) Attorney, Agent, or Firm — Gifford, Krass, Sprinkle,
Anderson & Citkowski, P.C.
(30) Foreign Application Priority Data ’
(57) ABSTRACT
Nov.3,2008  (KR) .coccerrevereereeereene 10-2008-0108252 . . i
Feb. 18,2009 (KR v 1020090013412+ method and deviee for detecting a network worm on the

(51) Int.CL

HO4L 29/06 (2006.01)
(52) US.CL . 726022
(58) Field of Clnssnﬁcallon Searcb .. Nooe

See application file for eomplete searchhlslory

network allows early detection ofan unknown network worm
with less computational quantity based on a change of ran-
domness occurring to uetwork traftic without using a pattern-
malching-based wonm detecting method or a behavior-based
worm delecting method.

16 Claims, 11 Drawing Sheets

t-2 =1 t t+
{ 1 second \ 1 sacond | | secend __|
N M(t-2) ey Mt-1) ’./.-u\ Mt} ‘/-'
[*] =} Q a | o [+]
[+] a D
[ +00 @ L 0® ﬂ_é_
0 o 0
noo D {Laj'o oo
=] (=} ]
o ° o *t
XOR
FAN)
AND W
XOR
N
L/




U.S. Patent Apr. 3, 2012 Sheet 1 0f11 US 8,151,350 B2

FIG, 1
Network
100
Y
Traffic collector 110

¥

Traffic matrix generator  |—~—120

¥

Legitimate traffic eliminator -—~—-130

Rank value calgulator L _-140

¥

Network state determiner T~—-190




U.S. Patent Apr. 3,2012 Sheet 2 of 11 US 8,151,350 B2

FIG. 2

Random

IPa 1Py [Py

]

1P,




U.S. Patent Apr. 3,2012 Sheet 3 of 11 US 8,151,350 B2

FIG, 3

e Random:
TN

Py 1P | 1Py TP




U.S. Patent Apr. 3,2012 Sheet 4 of 11 US 8,151,350 B2

FIG. 4

Fixed Seguential

£ N N

IPr IP: | IPs IPs




U.S. Patent Apr. 3,2012 Sheet 5 of 11 US 8,151,350 B2

FIG. 5
-2 1 t t+l
) 1 second ,L.- 1 second _|_ 1 second AJ
o ME2) o M) l M(t) —’
— G A,
o '+' ° o _+_ ¢ o ?
o D o 0 o ©
D Q o —é-
a 0 Q fa) v}
o 00 o o cj_o ° o
o o
4, °, ° 4,
XOR
AL
AND W
XOR
w{P=
\L/

4+
Rank _%_
_+_




U.S. Patent Apr. 3, 2012 Sheet 6 of 11 US 8,151,350 B2

FIG. 6
M)
M-1) Mit-2)
M)
--—-—b—@-‘—
M{t-1)
AND
, ’ -
M(t-2)
1
!
XOREP =—

&

Mt}



US 8,151,350 B2

Sheet 7 of 11

Apr. 3,2012

U.S. Patent

(02S)00¢ 05T 00Z 0£1 0OSE 0010 og 0
........... e
N1
0s r
001 P
Q
-
o
0S1 9 2
&£
=
S 00z =
o omm |||||| A .~ ..n.‘.... PRI | o TPe Q.m =

0GZ = XeA] 0T x
-—%-- (D9S/UBDSONN| SWIOM JO B]1BI LEDG) SNjBA uBY
—ue— (D9S/UBISOO0| SWIOM JO BIBI UBDG) SISOY pajdajul JO Jequinn
-~g-~ (D8S/UBISQQG -SWIOM JO SlEl UBIS) SNieA Muey
—— (095/UBDS00g :SLWIOM O 8181 UBDS) SISOy pPajaajLl] Jo Jeguiny
--¥-- (28S/UBDSQQE SLLUIOM JO 8]EL UBDS) aNnjeA yuey
—x-— (D8S/UBDSQ0E :SULOM JO 8iB) LEIS) S1S0Y pajlalll jo IaguunN

LO14



US 8,151,350 B2

Sheet 8 of 11

Apr. 3,2012

U.S. Patent

(Boj) alel ueog

GO00T D001 001 01 0
T -..mu-m. T T [ITT T T T % T jrrsr T T T v TFT7 L Mt SARS | T
L ..rm.. .
. LIOM UBOS
leuenbag - |
LLIIOM LIBOS
wopuey
Logn 1o s 3 1 Lgaa1 ot w1 RN IV I IR i —
06T = XB

8 “Did

4+

001

Y |

00<

08¢

Rank value



US 8,151,350 B2

Sheet 9 of 11

Apr. 3,2012

U.S. Patent

(Boj) |1Bl UBDG

00001 0001 001 01 0
vn-..... T [rrTrTY Ty Ty TTTFY
B .VA.
~ LIIOM UBOS .
-, enuanbag
Ed -
3 —
P A ubul L BTl &
I S 7
\E\\
7 LLIOM UBDS _
A LutopLey
._..l-!m\. Terx e 0 b 2 v | PN 2 L 3 1 r 1 i
9 = XEN
6 "DId

Rank value



US 8,151,350 B2

Sheet 10 of 11

Apr. 3,2012

U.S. Patent

(Bo|) 8Bl ueDs

0l

oogol Qoo oo

- ¢ - £ i SUUDM UEDE LIOPUEL (O 1aquuny
r—E- 7 SUUOM US3S LUOPUE! 0 Jafqlunn
cedes« [ & SUNDA UBOS LWDPUES JO JoqLInn
—o— {) ! BULDOM UBDS LUOPUE! }Q JagLunN

.
FR IR T N T TV 5 P lova o & : oo ng.4..3

1

m.-w- i

01 "DOId

9ce

= XB

0

001

(H9|

00T

4

Rank value



U.S. Patent Apr. 3,2012 Sheet 11 of 11 US 8,151,350 B2

o
o
<,
O
QO
oI'|
¢

11

FIG.




US 8,151,350 B2

1

METHOD AND DEVICE FOR DETECTING
UNKNOWN NETWORK WORMS

CROSS-REFERENCE TO RELATED
APPLICATIONS

This application claims priority to and the benefit of
Korean Patent Application No. 10-2008-0108352 filed in the
Korean Intellectual Property Office on Nov. 3, 2008, and
Korean Patent Application No. 10-2009-0013412 filed in the
Korean [ntellectual Property Office on Feb. 18, 2009, the
entire conlents of which are incorporated herein by reference.

BACKGROUND OF THE INVENTION

1. Field of the Invention

The present invenlion relates to a method for detecting
network worms on a nelwork. More particularly, the present
invenlion relates to a worm detecling method and device for
early detection of unknown network worms with less com-
putational goaatity.

2. Description of the Related Art

There are many tools for deteeting worms on a network,
such as vaccine programs, IDS, IPS, or firewalls.

However, they are insufficient in detecting worms by nsing
less computational quantity and a small memory space on a
huge network. Most security techniques for deteeting worms
and processing the detected worms require a large amount of
compulational quantity and memory space.

The conventional worm defecting methods arc classified as
a pattern-matehing-based worm detecling method and a
worm-behavior-based worm detecting method. Their draw-
backs are as follows.

First, the worm detecting schemes through paltern match-
ing fail to detect unknown worins.

Next, the schemes for detecting worms based on the worm
behavior have many [alse positives, and they require a larpe
compulational quanlify for detection because many pieces of
network information are to be uscd so as to detect the worms.

One of the behavior-based worm detecting schemes is to
use network entropy, which however requires a large compu-
tational quantity and is difficult to be applicable 1o a large
capacity and high speed network, for example a backbone
network.

Accordingly, the current worm detecting schemes fail to
ellicien(ly delect unknown worms [rom a huge network.

‘The above information disclosed in this Background sec-
lion is anly for enhancement of understanding of the hack-
ground of the invention and Lherefore it may contain infor-
mation that does not form the prior art that is already known
in this country to a person of ordinary skill in the art.

SUMMARY OF THE INVENTION

The present invention has been made in an effort to provide
a worm detecting method and device for delceling unknown
network worms of a huge network in an earlier stage and with
less computational quautity.

An exemplary embodiment of the prasent invention pro-
vides a woxm detecting method inchuding: collecting Lrallic
provided to a network to thus collect passing traffic; generat-
ing a first traffic matnix for showing a characleristic of the
traffic in a first time domain beginning at the first fime, a
second LraTic matdx for showing a characteristic of the IralTie
m a second lime domain beginning at a second time that is an
end time of the first time domain, and a tlurd teaffic matrix for
showing a characleristic of the traffic in a third time domain
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beginning at a thizd lime that is an end time of the second time
domain o thus generate a traflic malrix; eliminating a matrix
entry comresponding to a legilimate flow in the frst lime
domain, the second time domain and the third time domain,
and eliminating a matrix entry corresponding 1o the fow
having ended or started at the exact time of the seeond time
and the flow having ended a( the third time from the legitimate
flow, and generating a legilimaie traffic elimination matrix 1o
thns eliminate legitimate traffic; calculaling a rank value of
the legitimate tmffic elimination matnx fo thus ealculate a
rank value; and determining the network state based on the
rank value to thus determine a state of the nelwork.

Another embodiment of the present invention provides a
worm delecting device including: a traffic collector for col-
lecting traffic provided to a network; a traffic matrix generator
for generaling a first traffie matrix for showing a characteris-
tic of the traffic in a firsi time domain beginning at the first
time, a second trflic matrix for showing a characteristic of
the traffic in a second time domain beginning al a second lime
thal is an end time of the first time domain, and a third traffie
matrix forshowing a characteristic of the traffic in a third time
donain beginniug at a lkrd lime that is an cnd time of the
second lime domaiu; a legitimate traffie eliminator for elimi-

5 nating a malrix entry corresponding to a legitimate flow in the

first time domain, the second time domain and the third time
domain, and eliminating a maltrix entry comesponding (o the
fow having ended or started at the exact time of the second
time and the flow having ended at the third time from the
legitimate flow to generate a legitimate traffic elimination
matrix; a rank value calculator for caleulating a rank value of
the legitimate traffic elimination mairix; and a network state
determiner for determining Lhe network state hased on the
rank value,

When the worm detecting method and device according to
the embodiment of the present invenlion is used, unknown
network worms can be detected with less computational
quanlily and with further improved accuracy in the earlier
stage from the huge network.

Also, when (he worm detecling method and device accord-
ing to the embodiment of'the present invention is used, a new
and accuracy-improved method for detecting wonns based on
variation of randoinness generated in network traffic without
using a pattern-matcling-based worm detecting method or a
worn-hehavior-hased worm delecling method.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 shows a block diagram of a worm detecting device
aceording to a first exemplary embodiment of the present
invention.

FIG. 2 shows a format of an IP address when a uniform
scan is applied.

FIG. 3 shows a format of an IP address when a subnet scan
is applied.

FIG. 4 shows a format of an IP address when a sequential
scan is applied.

FIG. 5 shows a mechanisin of filteriug and rank valuc
measurement used in a worm detecting method according to
an exemplary embodiment of the present invenlion.

FIG. 6 shows a Venn diagram representing a principle of
fillering and a relationship of traffic matrices according to an
exemplary embodiment of the present invention,

FIG. 7 shows a graph representing a simulation result with
a number of infected fiosts and rank values.

FIG. 8 shows agraph indicating rank values of two kinds of
worms as a function of scan rate B in a 256%256 traffic matrix.
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FIG. 9 shows a graph indicating rank values of two kinds of
worms as a fonction of scan rate f in a 64x64 traflic matrix.

FIG. 10 shows a graph in which the rank value approachcs
0 when the number of random scanning worms is sequentially
increased in the order of 0, 1, 2, and 3 under the condition in
which one sequential scanning, worm is propagaled on the
network.

FIG. 11 shows a graph showing a relationship among an
infection ratio, a worm scan rate, and host population size
used for delecting an epidemic of worms through a change of
rank values of a legitimale traffic elimination matrix.

DETAILED DESCRIPTION OF THE PREFERRED
EMBODIMENTS

In the following detailed description, only certain exem-
plary embodiments of the present inveution have been shown
and described, simply by way of illustration. As those skilled
in the art would realize, the described emnbodiments may be
modified in varicus different ways, all without departing from
the spirit or scope of the present invention. Accordingly, the
dmwings and descriplion are to be regarded as illustrative in
nature and not restrictive. Like reference numerals designate
like elements throughout the specificalion.

Throughout the specification, unless explicitly described
to the contrary, the word “comprise” and variations such as
“comprises” or “comprising” will be nuderstood to imply the
inclusion of stated elements bul not the exelusion of any other
elements. In additiou, the terms *-er”, “-or”, and “module”
described in the specification mean units for processing at
least one fonetion and operation and ean be implemented by
bardware componens or software components and combina-
lions Lhereof.

A worm detecting method and deviee according to exem-
plary embodiment of the present juvention will vow be
described with reference to accompanyiug drawings.

L. Configuration of a Worm Delecting Device

FIG. 1 shows a block diagram of a worm detecting device
according to an exemplary embodiment of the present inven-
tion.

As shown in FIG. 1, the worm delecting device 100 is
cooperated with a first network 10, and it includes a traffic
collector 116, a traffic matrix generator 120, a legitimate
traffic eliminator 130, a rank value calculator 140, and a
network state determiner 150.

The constituent elements of the worm detecting device will
now be described.

First, the traffic collector 110 collects traffic provided to the
network 10.

Next, the traffic matrix generalor 120 expresses the char-
acteristic of the traffic collected by the traffic collector 110 in
2 malrix format. In this instance, the traffic matrix generator
120 determines the element of arranging a corresponding
flow {i.e., packet) in the traffic matrix based on a destination
Internet Protoco] (IP) address of the flow included in the
traffic.

The legitimate traffic eliminator 130 eliminates legitimate
traffic other than traflic cansed by an epidemic of network
worms from the traffic matrix.

The rank value calculalor 14¢ measures randomness by
calculaling a rank value of a legitimate traffie elimination
matrix that is acquired by eliminating legilimate trallic by the
legitimate traffie eliminator.

Finally, the neiwork slate delerminer 150 delermines the
nelwork states ol whether the comesponding network is
invaded by a network worm based ou the rank value calcu-
lated by the rank value calculator 140.
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A worm detecting method by a worm detecting device
according to an exemplary embodiment of the present inven-
tion will now be described in furtber detail.

11. Traflic Matrix Conslruction by Traflic Matrix Generalor

To apply checking of randoinness to traffic, 1rafFic is trans-
lated into the form of a mairix. Particularly, the IP address is
needed to be represented in the matrix as it takes on the
randomness in the attack traffic. Further, 1o catch activity of
the network worms, it is necded to view a destination [P
address of passing iraffic since the worms randounly select
targets. Today’s network worms use a random number gen-
erator 10 maximize their epidemic speed and simultaneously
evade deteetion.

In designing the traffic matrix construction, it is needed to
consider 1he faef that four octets in an IP address can have
separale dynamics depending on a particular strategy
employed by the worm in action. The network wornms use
different seanning strategies. When the octets of an IP address
in the traffic in the network are set to be IP,, IP,, IP,, and IP,,,
Lhe IP address can be expressed as Equation 1.

1P=IP ‘IPyIPyIP, [Equation 1]

FIG. 2 shows a format of an 1P address when a uniform
scan is applied.

The Slammer worm and a Code Red worm use the randormn
scan strategy, which randomly selects four octets IP, to IP, of
the next target. This strategy is also called a uniform scan.

FIG. 3 shows a format of an IP address wben a subnet scan
is applied.

The Code Red 1, another network worm, uses a scanning
strategy with local preferences, which is called a subnet scan.
The worm performs the random scan with the probability of
Y4, The worm maintains the same IP, with the probabilily of
V4, and maintains (he same IP,-IP, with the probability of %4.

Hence, the scauniug strategy of e code red IT is fully
random in 1P; and IP,, and it is parfially random in IP, and
1p,.

FIG. 4 shows a format of an IP address when a sequential
sean is applied.

‘The Blaster worm exemplarily uses the sequential scan.

The Blaster worm randomly selects one of IP,-IP,, and
sequentially scans subscquent target networks within the
Class B petwork until selecting another larget network.
Therefore, IP, and IP, are random, and the distribution of IP,
and 1P, is sequential.

However, [rom the perspective of the attacked network, the
distribution of destination IP address of the scan traffic may
not be random but sequential.

For ease of descriptiou, the uniform scan and the subnet
scan will be referred to as a random scan because they have
randomness in predetermived parts of the 1P address. The
classification of randoin vs. sequential will be used for the
scanning strategies of the network worms given below.

The traffic matoix in the exemplary embodiment of the
present invention is a 256x256 matrix, and elements of the
traffic matrix respectively have 1 bit.

When the traffic matrix is a relatively large 256256 hinary
malrix, the computer requires only a small memory space off
8 Kbyte to process the traffic matrix.

The 256x256 raffic matrix can represenl 65,536 distinct
destination 1P addresses at maximum. In this instance, in
order 1o maintain the raudomuess in the IP address used by Lhe
worm, the destination 1P address of each flow included in the
comrespouding traffic is (o be mapped on the element of the
traffic matrix.

When i and j are given as a row index and a column judex
respeelively, a comrespouding relationship between Lhe desti-
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nation IP address of each flow included in the traffic and the
traffic matrix is expressed in Equation 2.

#=IP IP, j=IP,EIP,, [Equation 2]

where & denotes a bitwise exclusive OR (XOR) operation.

High randomness is maintained in the scanning slralegies
adopted by the network worms.

In the casc of seqnential scan worims, the mapping function
performs a permutation due to tbe XOR, and once the map-
ping selects each row (XOR’ed IP3), it fills the row with 1’s
in the pennuted order (XOR'ed IP4). Resnltantly, the corre-
sponding row has entries of 1, and the worm’s scan traffic is
increased as time is passed so that the number of rows having
the entries 0f 1 is sequentially increased. Since the rows reach
0 according to the Gaussian elimination performed by the
rank value calculator, the rank value is steeply reduced so thal
the rank value approaches 0.

In the case of random scan worms, randomness is main-
tained since random entries are mcreased to the traffic wairix.

Wheu the random scan worm and the sequential scan worm
are generaled together, the rank value is extremely reduced to
be near 0 in a like manner of the sequential scan worm. The
Iraffie matrix generator 120 for generating tbe traffic matrix
allows overwriting wheu the mapping funclion writes the
entry of the traffic malrix to generate the same result as the
case in which the rank value cavsed by the sequential scan
worm exlremely approaches 0 since the traffic caused by the
sequential scan is written on the matrix as the number ofhosts
infected by worms is increased.

Once the mapping is defined, the traffic matrix is easily
conslructed by the traffic malrix generator 120 of the worm
detecting device 100.

When Lbe unit period starts, (he traflic matrix is filled with
(s. The entries corresponding to ibe respective destination [P

adldresses in the passing flow (pzeket) are overwrllenwith Lhe

value 1. The matrix eontinues io be filled with 1’s until the
unit peried is finished.

In this instauce, the duration of the unil period depends on
the working environments, and typical values are on the order
of seconds including 1 second and 10 seconds. The unit
period is set o be 1 second in the exemplary embodiment of
the present invention, which js based on the point that the
duration of an illegitimale flow caused by infection by net-
work worms is generally less than 1 second and the duration
of a normal flow is generally greater than 1 second.

1I. Traffic Filtering Matrix Operations

When the traffic matrix construction is finished for the unit
period, the legitimate traffic eliminator 130 of the worn
detecting device 100 attempts to improve accuracy of allack
detection by eliminaling the legitimate flow in the traflie.

The legitimate traffic elimiuator 130 filters legitimate traf-
fichy performing asubsequent operationon the traffic matrix.

Particularly, the legitimate traffic eliminator 130 performs
a bitwise XOR operation on two traffic matrices from con-
secutive time unils to eliminate most of legitimate fow exist-
ing in the two consecutive traffic matdces, and controls the
suspicious traffic to remains in the result matrix. Also, the
legitimate traffic eliminator 130 performs a bilwise AND
operation on two conseculive malrices for long-lived legiti-
male trallic.

The present inventor has a patent (registered number:
745613, and title: Network Moniloring Device and Program
Storing Recording Medium) for deteeting unknown network
worms [rom a huge network with less computational quantity
in the earlier stage.

Aceording to the patent, detailed states of the network are
checked by using rank values of the traffic matrix to which

—_

0

5

w
>

60

65

6

chamcteristics of inflow traffic and oulflow traffic ate applied
through the network. That is, when (he rank value of the traffic
malrix is greater than a predetermined normal range, it is
determined that it is attacked by the network worms, and
lence, the attacks of the worms are found and processed in the
earlier stage.

The worm delecting method according to the existing
imvention could detect a network attack by a worm with
substantial acenracy.

However, in the existing invenlion by the present applicant,
when a legitimate flow begins concurrently ata start tine (i.e.,
lime t-1) of a predetermined time frame with the slart time of
(-1 and the end time of ¢, or il finishes at the end time (i.e.,
1ime 1), it cannot be climinated from the matrix,

Therefore, in tbe worm detecting device 100 according to
the embediment of the present invention, the legitimate traffie
eliminator 130 increases worm detecting accuracy by apply-
ing a new filtering mechanism for removing the flow that
cannol be removed by the existing invention from among the
legitimate fow while performing a filtering process for
removing the legitimate flow.

FIG. 5 shows a inechavistn of filtering and rank value
measurement used in a worm deteeting method according to
an exemnplary cmbodiment of the present invention.

M(t) will be defined to be a traffic matrix that is constructed
with traffic that is collected during the time domain from a
lime t 0 a time t+1.

Here, M(t-1) represents a lraffic matrix corresponding to
traffic collected in the time domain between t=1 and t, and
likely, M(t-2) represents a traffic matox corresponding to
traffic collected in the time domain between t-2 and t-],

Further, M(1)M(t-1) indicates a matrix when ax XOR
operation is performed on the corresponding entries in Mt}
and M{1-1).

The XOR operation is used to remove the overlapped
entries, which are not malicious in a general manner, For
example, when there are 4 legitinate flows and 1 packet is
generated per {imne unit by a worm, the XOR operation on the
simplified 4x4 matrix will generate a filtering result as
expressed in Equation 3.

00107700610y (0000 [Equaticn 3|
toot1| feoot]| |1o0e
o100/% o1l oolo
1o0o00) ltooe) looon

That is, as can be known from Bquation 3, since the legiti-
mate flow has a duration time that is greater than 1 second, it
is shown as [ at the same position in the two matrices in the
adiacent time domain. Therefore, the componeut of | gener-
ated as the result of performing the XOR operation can be
considered as an illegitimate packet that is generated by epi-
demic of network wonms.

In the case of a normal petwork, the rank value of the
malrix M(()BM(1-1) becomes less (han {kat of M(t) unless
there is a surge of new legitimate fows to the network at the
time of 1.

Furtber, the rank value of the matrix M(t)}PM(t-1) will be
greater than that of M{) when (he random scan traffic is
increased by an epidemic of network worms through the
nelwork.

After the XOR operation js performed to remove most of
the legitimate flow in the corresponding time domain, some
legitimate flow will leave Iraces in the Iraffic matrix.
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For example, it wilt include a flow thal newly staris or
termimates ai a specific 1ime for identifying time domatns.

[ ordet to exclude the fow, in the exemplary embediment
of the present invention, the legitimate tra(Tic eliminalor 130
performs a matrix operation expressed in Equation 4 to more
efMiciently eliminate Lhe legilimale flow.

M Myop(B(Myoally Mie-2))

In Equation 4, M'(() will be referred 1o as a legitinate iraffic
elimination matrix.

Here, M yop(1) represcnts an XOR operation by the two
eonseculive malrices, as expressed in Equation 5,

{Equaticn 4]

Myorll)=M{NBM(=1)

When a legitimate traffic is finished at the lime of t-1 or t,
die corresponding lraflic may be included in (Moq(1)-M(1-
2)) and it is removed from M'(t).

In FIG. 5, the circular point represents legitimate traffic,
and the cross symbol indicates illegitimate traffic generated
hy the worm having attacked the network.

As shown on the bottom of FIG. 5, the legitimate traffie
elimination matrix that is a (rffic matrix after the filtering
process according to the exemplary embodiment of the
present invention has an illegitimate flow. The legitimate
traffie elimination matrix 15 used to measnre the rank value for
the subsequent corresponding time {rame.

FIG. 6 shows a Venn diagram representing a principle of
filtering and a relationship of traffic matrices according to an
exemplary embodiment of the present invention.

In FIG. 6, starting connections at the time of t may or may
not be legitimate, which cannot be delermined until the time
reaches t+1, and hence, the flow cannot be eliminated at MY(L).
Also, itcan be checked that the Alows af the exact times of 1-1
and t that can be legitimate flows very probably are elimi-
naled.

IV. Rank Value Measurement

The rank value calculator 140 measnres randomness by
calculating the rank value of the legitimate traffic elinination
matrix which is acquired by eliminating legitimate traflic by
the legitimate traffic eliminator.

The rank value of the random mxn binary matrix has the
probability of the following Equation 6.

[Equation §]

~1 (=271 - 2°m) [Eguation 6]

(=21

P= Artim=r)-nm
=0
where

r=1,2,... , min{m, n)

When the rank value is calculated by applying the log,
function of Equation 6, Eqnation 7 is abtained as follows.

(m—-rit> log:}l; (Equaton 7]

1
-1t > log—
(m r)>og,_.P

Thal is, assuming that the probability P is 0.001% (i.c., a
value near 0), the greatest rank value will be 252 in the
256%256 binary mattix.

In other words, a reference value hecomes the maximum
rank value for a specific probability P in which the legitimate
traffic elimination matrix will not be a randem matrix.
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For example, when a 256x256 binary matrix has a rank
value grealer than 252, it is known Lhat the malrix has a rnk
value greater than 252 with he probability of 99.995%.

Hence, when the rank value of the legitimate traffic elimi-
nation matrix calculated by the rank value calculator 140
excecds a predetermined valne, Jor example, when the rank
valne is greater than 252 in the 256x256 matrix, the network
state determiner 150 of the worm detecting device 100 deter-
mines the network state as one in which the cotresponding
nelwork starts being attacked by the nelwork worm.

V. Network Worm Defeeting Method

A cage in which a random scan type of worm from among,
the network worms aitaeks the network will now be exempli-
fied. Also, ilis assumed that the epidemic volume ofthe worm
is equal to that of the Slammer worm.

Here, N is a vulnerable population size fora specific worm,
L is a monitoring network size (wilh reference to the number
of IP addresses), and ¢ is an infection ratio, Accordingly, oN
represents the number of infecied hosls in the vulnerable
population. Also, the worm scan rate B indicales the number
of scans per second per worm.

For the simulation, it is sel that N=10°, f=3x10?, 6x10?,
10%, and 1,=2'%. For reference, the value § is appropriate
considering that the scan rate of the slammer worm is 26,000
scans/second at maximum, approximately 4000 scans/second
perworm onaverage, and the slow scan rate performed by one
of anomalies of the past code red II worms for escaping
detection is 300 scans/second. Also, the vafue of [ is set o
bave three kinds of values (3x10?, 6x10% and 10°)in order fo
show that the current invention is also available for early
detecting of worms of slow scanning.

FIG. 7 shows a graph representing a simulation result with
a number of infected hosts and rank values.

As shown in FIG. 7, as the number of infected hosls is
increased, the rank value of the legitimate traflic elimination
malrix according to the exemplary embodiment ofthe present
invention is steeply increased within a short time. In the case
in which the scan rate by the worm is 1000 scans/sccond,
when only 3% of vulnerable hosts are infected on the entire
network, the rank value approaches the maximum value of
256 cxceeding the value of 252. That is, the rank value over
252 is acquired when ¢=0.03 in the case of N=10°%, A=10°,
and L=2'°, Also, in the case in which the scan rates are 600
scans/second and 300 scans/second, when 5% and 10% ofthe
vulnerable hosts are infected on he entire network, Lhe rank
value approaches the maximum value of 256 excecding the
value 0f252. That is, the rank value over 252 is acquired when
@=0.05 and 0.1 and B=6x10 and 3x10? in (he case of N=10°
and L=2'¢,

In the simulation of FIG. 7, the time when the rank value
stceply increases advances the timne when the number of bosts
infected by the worm slecply increases by substantially 30
seconds.

In today’s world of all automated attacks, buman-inter-
vened countermeasures are becoming too slow 1o stop the
epidemic. For example, the Slammer worm grows to a fuil
epidetnic within 10 minules in the intemet. Howevcr, accord-
ing to the worm dctecting method according to the exemplary
embudiment of the presenl invention, the worm’s atlack can
be predicted about several tens of seconds in advance by only
sensing the steep change of the rank value.

With the help of the several tens of seconds acquired by the
present invenlion, a necessary measure for prevenling worm
epidemic or epidcmic speed delay can be applied.

FIG. 8 shows agraph indicating rank values o two kinds of
waorms as a function of scan rale B ina 256x256 tralfic matrix.
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FIG. 9 shows a graph indicating rank values oftwo kinds of
worms as a function of scan rate B in a 64x64 trailic malrix.

As shown in FIG. 8 and FIG. 9, the 2 kinds of worms are
respeelively a random scan worm and a sequential scan
worm.

Simulations of FIG. 8 and FIG. 9 are performed by the
wetbod in whieh network worms (random scan worm and
sequential scan worm) are actually injected to the /16 univer-
sity catnpus network and they are tracked by the gateway of
the network. Also, the rank value in this instance is measured
for the case in which 10,000 hosts are infected (0t=0.01}.

As can be known in eommon from FIG. 8 and F1G. 9, the
rank value of the random scan worm has dramafically
increased as the scan rate increases.

On the other hand, the rank value of the sequential scan
worm suddenly reduces afler f=1000.

The above-noted characteristics allows a non-wniform scan
worm such as Blaster to be detected by monitoring the single

block of the 1P address space, whereas previous worm momi- 3

toring method approaches are effective when their monitor-
ing address space is largely distribured.

That is, as the worm aclivity intensifies, it drives the matrix
rank value to be extremely high or extremely low, which is a
clear indication. Differing from Lhis, when the network is
norinal and the worm activity does not become stronger, the
rank value hovers at non-extreme values as time passes.

FIG. 10 shows that the rank value dramatically approaches
0 if one scanning worm is mixed even il the number of
sequential scan worms is increased, which includes two
cases, The first case is a case in which many worms having
various mixed scans are spread concurrently on the network,
and the second case shows that when the sequential scanning
is also used eventhough an escaping method such as a method
for performing scanning while mtermitlently mixing sequen-
tial scanning traffic is used so as lo deceive the characleristic
of the random scanning behavior, the worm epidemic can be
detected according to defeetion caused by sequential sean-
ning. This is a result caused by the Gaussian elimination for
calcularing the rank value, In order to calculate the rank value
through Gaussian efimination, the XOR operation is per-
formed on the rows of the matrix because the matrix for
calculating the rank value by the present skill is a binary
malrix. Therefore, when the sequential scanning worm is
propagated, the rows wilh the entries of ! in the matrix are
repeatedly and sequentially provided, which is generated
because of afl become 0 by Gaussian elimination.

The above-noted resnlt generates the result shown in Equa-
tion 8. Equation 8 exemplifies a 4x4 matrix so as {o check the
fact that matrices with all eniries of 1 are changed into 0 by
Gaussian elimination. When all the entries sequentially have
0 from the firstrow 1o the third row by the sequeutial scanniug
worm, one row such as the right matrix and other rows are
changed into rows having 0°s by the XOR operation accord-
ing to the Gaussian elimination for selving the rank value.
The rank value is dramatically reduced 1o be near 0 when the
sequential scanning worm is spread by the effect of the Gaus-
sian elintination.

111 L1111
Il 0000
=

0000
0170 gcotrg

{Equation 8]

o = = =
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VI. Determination of Number of Scanning Packets

When the rank value is increased 1o exeeed a Lhreshold
value snch as 252, the number of scanning packels to be
collected to the traffie matrix so as to be on the alert for
imminent onset of a worn epidemic can be produced from
subsequent calculation.

v is defined to be a random factor, and a random binary
matrix with an extremely high rank value is filled with ym®-
numbered 1’s.

In this instance, in order for a random scanning worm to
randomly change the entries written as 0 in the traffic matrix
to asufficient number of 1's ym? scanning packets are needed.

However, the required number ol mndom scanning packets
is less than ym®,

This is because, as described above, the non-zero entries in
M(t) are approximately donbled aller eliminating the legiti-
mate trilic from the traffic matrix (e.g., M()@M(l-1) opera-
tion).

Therefore, the random mxm malrix can be built with hall
ibe ym*.

Hence, the number of scanning packels to be collected for
warning onsct ol worm epidemic can be expressed as Equa-
lion 9.

aNP-L282zym' [Equation 9]

The parameters N, B, ¢, and L are determined indepen-
dently ftom the slale of whether the result matrix M(t) is
random or not. That is, the parameters N and L are determined
by host and network configurations, b is determined by a
worimn attribute, and in is determined by an anomaly detecling
odule configuration, Also, the parameter y is a property of
malrix randomness and is delermined by m.

Table 1 shows a mndom factor traffic matrix relationship.

TABLE 1

m

32 G4 128 256 512 1024

7 0.061 0041 0025 0014 0008 0.005

The average random faclor y can be experimentally mea-
sured through iteralions of mndom matrix construction,
which is shown in Table 1.

When a small fraction of the traffic matrix region is acti-
vated by the random scan packel, randomness can be detected
through the rank value of the legitimate traffic eliminalion
matrix according to the worm detecting method of the
embodiment of the prescnt invention.

Further, Table | can be considered {rom the viewpoint of
sensitivity of the rank metric when it is used for randomness
detection.

Inlerplay among the parameters can be well understood
according to Equation 9.

That is, the worm epidemic can be detecled in the earlier
stage by increasing the worm scan rate B while the infection
ratio o is low.

For example, the worm scan rate f§ is given as 1000 when
the infection mtic o is 0.03 in the simulation shown in FIG.
11, and the infection ralio o is reduced 10 0.0} when the worm
scan rate § is increased to 3000 in the same condition. That is,
the worn can be detecled when the infection ratio is further
low (i.e., the worm is Jess spread in the network).

The inverse proportionality between o and f§ shown in
Equation 9 realizes fasler worm detection by increasing the
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scan rate for the worm with faster epidemic speed by Lhe
worm detecting method according to the exemplary embodi-
ment of the present invention.
FIG. 11 sbows a graph showing a relationship among an
mfection ratio, a worm scan ratc, and host population size
used for delecting an epidemic of worms through a change of
rank values of a legitimate traffic elimination matrix.
Forexample, when the vulnerable host population size N is
10° to 10° and the worm scan rate {§ is 5000 te 10,000, the
infection ratic « of the host in the network by the detected
worm 18 0.3% to 1.2%, which can be checked by the graphof
FIG. 11.
That is, when the wenmn detecting method according to the
embodiment of the present invention is used for the parameter
range of a global worm epidemie, the network worm having
attacked he network can be detected ar the early time such
that sufficient time for processing the worm cpidemie can be
obrained.
As described above, the matrix 15 a convenient data strue-
tre with well-defined power eperations in applying various
operations for detecting the worms altacking (hrough the
network in the earlier stage. According to the present inven-
tion, Lhe slate of whether the worm bas attacked the network
can be easily determined according to the rank value size by
constructing a traffie matrix from network traffic as a matrix
based atlack dclecting mechanism and measuring the rank
valne afier filtering 1he legilimate traffic,
Further, the matrix approach accerding to the embodiment
of the present invention is applicable net only for detecting
network worms but alse for other types of attacks for increas-
ing randomness in the network traffic.
The above-described embodiments can be realized through
a prograin for realizing functions corresponding 1o 1be con-
figuration of the embodimenis or a recording medium for
recording (he program in addition to through the abeve-de-
scribed device and/or method, which is easily realized by a
person skilled in the art.
While 1his invention bas been described in connection with
what s presently considered 10 be practical exemplary
embodiments, it is to be understood {hat the invention is not
limited to the disclosed embediments, but, on the contrary, is
intended to cover various modifications and cquivalent
arrangements included within the spirit and scope of Lhe
appended claims.
The invention claimed is:
1. A worm detecting method comprising the siep of:
collecting, by a worm detecting device, traffic provided to
a network Lo thus collect passing traffic;

generating, by the worm detecting device, a first traffic
matrix for showing a charaeteristic of (he traffic in a first
time domain beginning al a frst time, a second tmffic
matrix for showing a charactenistic of the traffic in a
second lime domain beginning at a second time that is an
end time of the first time domain, and a third traffic
matrix for showing acharacteristic of the iraffie in a third
{ime domain beginning at a third time that isan end time
of the second time domain to thus generate a traffic
matrix;

eliminating by the worm detecling device, a matrix entry

corresponding lo a legitimale flow in (he fisl Gme
domain, the second time domain and the third time
domain, aud eliminaling a malrix entry corresponding to
the flow having ended or started at the exact time of (he
second time and the flow having ended al the third ime
from the legitimate flow, and generaling a legitimate
traffic elimination mairix to thus eliminate legitlimate
traific;
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calculating by the worm detecting device, a rank value of
the legilimate tralfie elimination matrix to thus calculate
a rank value; and

determining by the worm detecting device the network
state based on the rank value to thus determine a state of
the network.

2. The worm detecting methed of claim 1, wherein

the elimination of legitimate traffic further includes:

performing an XOR operation on the second traffie matrix
and the third traffie matrix to acquire a first matrix; and

performing an AND operation on the first matrix and the
first traffic matrix te aequire a secend matrix, wherein

the legitimate traffic elimination matrx is generated by
performing an XOR operation on the first matrix and the
second matrix.

3. The werm detecting method of claim 1, wherein

in the peneration of a tralfic matrix, when a specific flow is
colleeted in the collection of traffic, a matrix entry cor-
responding to an IP address of the flow of be first traffic
matrix, the second traffic matrix, and the third traffic
matrix is changed from 0 to 1.

4. The worm detecting methed of claim I, wherein,

in the calculation of a rank value, the rank value is a number
of rows other than 0 generated by applying Gaussian
elimination lo the legitimate traffic elimination matrix.

5. The worm detecting method of claim 4, wherein,

in the calculation of a rank value, when the rank valueisr,
Lhe probability in which Lhe legitimate traffic eliinination
matrix is not a random matrix is B, and the sizes of a row
and a column of the legitimate traffic eliinination matrix
are m and n respectively, the rank value is expressed as

- (1 =271 -2

— pintm-ri-pm
P=12 =77

=0

6. The worm detecting method of claim I, wherein,

inthe delermination ofa network state, wher the rank value
is greater than a predelermined reference value, the net-
waork is determined to be infected by a worm.

7. The worm detecting method of claim 1, wherein,

inthe delernination of a network state, when the rank value
is dramalically reduced to approach 0, the network is
determined to be infected by 2 worm.

8. The worm defecting method of claim 6, wherein

the referepce value is the maximum rank value for a spe-
cific probabilily in which the legitimate traffic elimina-
tion matrix is not a andom matrix.

9. A wormn detecting device comprising:

a traffic collector for collecting traffic provided Lo a nel-
work;

a traffic matnx generater for generating a first iraffic matrix
for showing a characteristic of the trafic in a first time
domain beginning at a first lime, a second traffic matrix
forshewing a characteristic of the traffic in a second time
domain beginning at a second time that s an end lime of
the first time domain, and a third traffic maix for show-
ing a characteristie of the traffic in a third time domain
beginning at a third time that is an end time of the second
time domain;

alegitimate traffic eliminator for eliminating a matrix entry
cerresponding lo a legitimate flow in the first lime
domain, the second time domain and the third time
domain, and eliminating a matrix entry corresponding to
the flow having ended or started at the exact lime of the
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second time and the flow having ended at the third time
from the legilimale flow o generale a legitimate tralfie
elimination matrix;

a rank value calcmlator for calenlating a rank value of Lhe
legitinate traffic elimination matrix; and

a network statc determiner for defermining the network
state based on the rank value.

10. The worm detecting device of claim 9, wherein

Lhe Jegitimale Lraffic eliminator performs an XOR opera-
tion on the second traffic matrix and the third teaffic
matrix to acquire a firsl matrix and performs an AND
operation on the first matrix and (he first traffic matrix to
acquire a second matrix, and performs an XOR opera-
tion on the first matrix and the second matxix lo generate
the legitimale traffic elimination matnx.

11. The worm delecting device of claim 9, wherein

the traffic matrix gencrator changes a matrix entry corre-
sponding 1o an TP address of the flow of the first traffic
matrix, the second traffic matrix, and the third traffic
matrix from Oto 1 when a specific flow is collected inthe
collection of traffic.

12. The worm detecting device of claim 9, wherein

Lhe rank value calculalor calculates a number of rows other
than 0 generated by applying Gaussian elimination to
the legitimale traffic elimination matrix as the rank
value,

14

13. The worm detecting device ol claim 12, wherein

when the rank value is r, the probability in which the
legitimate traflic elimination matrix is not a random
matrix is P, and the sizes of a row and a column of the
legitimate traffic elimination matrix are m and n respec-
tively, the rank value calculator generates the rank value
according 1o the subsequent equation:

(-2 -2

_ Arintmer}-nm
P=7 755

=0

14, The worm detecting device of claim 9, wherein

the network state deferminer determines that the network is
infected by a worm when the rank value is greater thana
predetermined reference value,

15. The wonn detecting device of claim 9, wheremn

the network stale determiner determines that the network is
infected hy a worm when the rank value is dramalically
reduced to approach 0.

16. The worm detecting device of claim 14, wherein

the reference value is the maxinum rank value for a spe-
cific probability in which the legitimate traffic elimina-
{ion malrix is not a random matrix.
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